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Executive Summary 
Technology can offer so many benefits for the people and communities in North Lanarkshire - it 
can support people to live independently in their own homes, it can enable seamless end-to-end 
processes to fulfil requests for service, it can mean vulnerable people get more joined up help 
when it really matters. It can provide a way to better use data to monitor and manage demand 
and improve the delivery of services to the public. It is key to connecting people and communities 
with place and through enabling quicker and easier access to essential care, supports and 
services, creates scope to improve quality of life by providing access to new opportunities, new 
ways of working, learning, and doing business. 

The Council’s approved Digital & IT Strategy 2024-2027 (‘the Strategy’) illustrates how 
embedded digital thinking and practice supports the Council to embrace available technologies 
to find new ways to interact with its communities – at pace and scale - to ultimately turn the 
Council’s overall ambition of inclusive growth and prosperity for all in The Plan for North 
Lanarkshire into a reality. 

A separate report on today’s agenda illustrates progress made to date on the Digital & IT Strategy 
2024 to 2027. As members are aware, the Strategy and related Programme of Work (PoW) 
contain twelve key deliverables, categorised as: (a) Digital Culture, Leadership and Knowledge; 
(b) Improved Customer Experience; (c) Digital First Operations and (d) Performance 
Optimisation. This report is focused on the following key activity within the ‘Digital First 
Operations’ theme: 

Trends in and use of automation and AI are growing, with many of the Council’s vendors already 
advising of plans to embed within their future product roadmaps. It therefore isn’t a question of 
whether NLC should use AI, but more a consideration and assessment of where, when and how, 
whilst simultaneously developing governance and support mechanisms that balance risks 
against desired benefits realisation.  

In addition to defining the Council’s AI ambition, the framework attached for member 
consideration and awareness describes the background to AI and likely business and 
productivity opportunities (use cases). It also recognises that AI deployments can bring increased 
risk, and to that end, our framework details the governance and control arrangements being 
developed to protect the council as it looks to achieve its AI ambition. 

Develop and implement a framework that defines the Council's architectural model for 
artificial intelligence (AI) use, and which governs deployment of automation and GenAI 
use cases across the Council 



 

 
1. Background 
 
1.1 Reports presented to committee in recent years illustrate that the Council and the 

communities we support need to function in a modern digital world, which is fast moving, 
forever changing, and increasingly reliant upon technology for work, learning, business, 
and connecting with others.  

 
1.2 As technology continues to play an ever-increasing role in the way in which service users, 

residents, and businesses live, learn, work, invest, and visit within North Lanarkshire both 
now and in the future, it is vital that the council - as a critical provider of public care, 
supports, and services - does all it can to keep pace with the development of technology, 
while improving the user experience, focussing resources on those individuals in the most 
vulnerable situations and most in need, and reducing the cost of service delivery to be able 
to do more with less. 

 
1.3 The Council’s approved Digital & IT Strategy 2024 to 2027 (‘the Strategy’) provides 

direction on what ‘being digital’ means for the council and the services it delivers. It 
identifies key digital business trends and ‘technological’ PESTLE implications, with 
automation, machine learning and artificial intelligence (AI) solutions a recurring theme and 
area of focus. 
 

1.4 Members are aware that the vision of a Digital North Lanarkshire also features as one of 
the seven priorities for delivery in the Programme of Work for 2023 to 2028. Through its 
twelve key deliverables and four themes below, the Digital North Lanarkshire PoW delivery 
plan (‘the delivery plan’) sets out a roadmap for developing a skilled digital workforce, 
providing digital leadership for an evolving North Lanarkshire, and promoting innovative, 
connected, and secure service delivery for our communities.  

(a) Digital Culture, Leadership and Knowledge 
(b) Improved Customer Experience 
(c) Digital First Operations 
(d) Performance Optimisation 

1.5 Like the Strategy, the delivery plan includes requirements around automation, Internet of 
Things (IoT), and AI, with this report therefore describing the Council’s vision in this space, 
and the approach adopted – at this time – for setting that level of ambition. The framework 
attached for member consideration provides background information regarding AI and, 

Recommendations 
It is recommended that the Policy and Strategy Committee: 
 
(1) Consider the key elements detailed within the attached Automation and Generative 

Artificial Intelligence (GenAI) framework. 
(2) Recognise the Council’s vision for GenAI presently focusses on creating productivity and 

operational efficiencies, and  
(3) Note the governance and control arrangements being developed to protect the Council 

and its information as we look to deliver on our AI ambition. 

The Plan for North Lanarkshire 

Priority  All priorities 

Ambition statement All ambition statements 

Programme of Work Digital North Lanarkshire 



reflecting the level of ambition being targeted, also details some potential use cases and 
benefits. 

1.6 Increasing use of automation does however increase the likelihood of Security Threats and 
Risks (STR). To mitigate against these, appropriate governance and controls are essential. 
Developments must be ‘secure by design,’ with our framework providing a model (Diagram 
One below) that allows business ideas and innovation to flourish, but also ensures that 
governance and control continues to operate effectively.  

 

 

 

 

Diagram One 

1.7 For completeness, the framework examines some of the key generative AI (GenAI) 
technologies e.g.: Microsoft 365 CoPilot Studio, currently being explored and promoted 
to Council services via the Council’s Digital Centre of Excellence (CoE).  

 
2 Automation and Generative Artificial Intelligence (AI) Framework. 
 
2.1 Our framework starts with the basics: What is AI? What is Generative AI (GenAI), and why 

are organisations moving at pace to adopt it? Table One below includes definitions of each.  
 

Artificial Intelligence Generative Artificial Intelligence (GenAI) 
Artificial Intelligence (AI) is the 
computational application of advanced 
analysis and probabilistic logic-based 
techniques, including machine learning 
(ML), to interpret and act upon patterns 
derived from large datasets. 

Generative AI refers to artificial intelligence 
techniques that learn a representation of 
artifacts from large, unstructured data 
pools. Generative AI can then create brand 
new, completely original artifacts at 
scale, such as images, video, speech, text 
and more. 

Table One 
 
2.2 The framework describes AI and its usage, highlighting that such typically range from 

reactive/basic AI - which responds consistently to the same input so cannot/does not 
anticipate future actions – to generative AI as defined in paragraph 2.1 above. The Council 
previously explored reactive AI through its original DigitalNL programme, introducing 
Robotic Process Automation (RPA) initially within Financial Solutions during 2020-21 for 



high volume, repetitive and manually intensive tasks such as community care grant 
applications.   

2.3 Whilst our RPA journey is still live, the emergence of ChatGPT in 2022-23 created an 
explosion of interest around generative models, with many industries and vendors rapidly 
moving to deploy and adopt the underlying technologies. Our strategy recognises that the 
Council must do all it can to keep pace with such developing technology, therefore, our 
framework and AI vision: 
2.3.1 Detail business capabilities available through generative AI 
2.3.2 Explore scope for generative AI to be deployed within the organisation, and  
2.3.3 Describe the approach being adopted to identify and assess appropriate business 

processes/capabilities 
  
2.4 Generative AI (GenAI) provides opportunities for us to be truly transformative, and to do 

more, and deliver better, with less. With tools such as M365 CoPilot available to employees 
with an existing M365 E5 licence, there is scope for the Council to deploy at scale. 
However, in recognising increased automation can fuel a higher likelihood of Security 
Threats and Risks (STR), our vision for GenAI presently focusses on creating productivity 
and operational efficiencies, with “better, faster, cheaper” processes and service delivery 
being our key aim. 

 
2.5 To successfully deliver our AI ambition and vision, potential users (service managers, 

frontline employees etc) need to understand how such can support them to manage/meet 
day to day organisational pressures and ultimately achieve their required business goals, 
objectives and priorities. Although Table Two below illustrates examples of the use cases 
and benefits referenced within our automation and AI framework, we require clear 
ownership, governance and technical direction to be in place to ensure that deployment of 
ideas into mainstream activities doesn’t negatively impact the Council’s information 
integrity, data privacy or security. 
 
GenAI Capabilities Benefit to Organisation 
Content Creation and 
Augmentation 

Workplace Augmentation: AI in the general back-
office workers toolkit, augmenting their ability to 
produce and edit content, and speeding up day to 
day tasks.  With the potential to aid project and 
process delivery that conceivably can be 
considered as additional resource increasing 
productivity. 

Data Summarisation and Insights Smarter Policymaking: By analysing vast 
amounts of data, AI can provide insights that inform 
better policy decisions. This includes predicting 
trends, identifying areas of need, and optimizing 
resource allocation. 

Process and Workflow 
Automation 

Efficient Operations: AI streamlines processes, 
reduces administrative overhead, and enhances 
decision-making. It can help detect fraud, optimize 
infrastructure projects, automate repetitive and 
time-consuming tasks, and even triage cases. 

Workforce Productivity and 
Enablement 

Semi-skilled task capabilities: AI assistant 
technologies can support the ability to carry out 
some basic tasks with limited skill and knowledge 
that have previously been considered niche or 
highly skilled, for example, producing graphics and 
images, complex spreadsheet functionality etc.  



GenAI Capabilities Benefit to Organisation 
Forecasting and Scenario 
Planning 

Simulate complex systems that allow policy 
makers to experiment with different policy options 
and spot unintended consequences before fully 
committing to a measure or decision. 

Customer Assistance Reimagined Service Delivery: AI can enhance 
citizen services by automating routine tasks, 
improving response times, and personalizing 
interactions. For instance, chatbots can handle 
citizen queries, freeing up human resources for 
more complex tasks. 

Table Two 
 

2.6 The Digital North Lanarkshire PoW – Communities Update report recently considered at 
the Communities Committee (19th August 2024) described the Digital Centre of Excellence 
(CoE) approach in place to encourage ‘citizen developers’ – employees within services 
rather than traditional ICT type developers - to use the products available within our M365 
suite/licence (PowerBI, CoPilot Studio, PowerAutomate, PowerApps and PowerPages) to 
innovate and automate their day-to-day service delivery. In recognising this CoE already 
exists to support the development of use cases, user knowledge and expertise, our 
automation and AI framework confirms this will also be used to ensure appropriate 
information governance and security controls remain, thereby simultaneously facilitating 
the essential ownership, governance and technical direction requirements.  

 
2.7 Although the separate report on today’s agenda - progress made to date on the Digital & 

IT Strategy 2024 to 2027 - describes our current efforts to use AI to develop a web-based 
Chatbot to handle customer queries (initially) in respect of Council tax and household waste 
services, and highlights an early practical deployment of our AI ambition and vision, 
members will wish to note such is aligned with the ‘opportunity approach’ detailed within 
the attached framework.  
 

2.8 Diagram Two below illustrates that AI can either be ‘everyday’ or ‘game-changing’, with 
such being deployable – via use cases - to enhance a combination of internal and external 
customer-facing operations.  Its key purpose is to aid the CoE to explore ideas generated 
by services / citizen developers, with each potential use case being mapped into one of 
the four opportunity zones following consideration of appropriate level of feasibility.     
 

 
 
 
 
 
 
 
 
 
    
 
 
 
 
 
 

Diagram Two – Opportunity Radar 



2.9 By way of an example, an idea plotted on an ‘inner ring’ of the opportunity radar diagram – 
such as web-based Chat assistants - has ‘high feasibility’, and is therefore worth 
progressing because: 

(a) The technology needed to deliver the change is ready (technically feasible) 
(b) The Technology needed is relatively inexpensive and will blend nicely into existing 

processes and workflow (internal readiness), and 
(c) Once deployed, the changed service is unlikely to present significant issues or 

concerns for external parties and stakeholders.  

2.10 Given the largely statutory and regulatory nature of the Council’s operations, our framework 
focusses initially on ‘inner ring’ use cases which primarily fall within the front office and 
back-office zones. As outlined in paragraph 2.4 above, this level of ambition will enable us 
to target productivity and operational efficiencies, to achieve “better, faster, cheaper” 
processes and service delivery. This level of ambition also allows the council to gain 
maximum value from previous investments in its readily available Microsoft products and 
AI tools.  

 
2.11 The framework fully recognises that all and any GenAI products deployed need to be used 

in a manner that balances risk and security with productivity and efficiency. To be more 
succinct, the use of GenAI cannot compromise Council systems or the information they 
contain. The framework provides examples of the Security Threats and Risks (STR) that 
can flow from adopting GenAI (e.g. hallucinations, data privacy, cyber risk to name a few), 
and then goes on to describe the controls, actions and measures required for the Council 
to ensure its GenAI deployments are “secure by design”.   

 
2.12 As always, appropriate governance and controls are essential. Paragraph 1.6 and Diagram 

One above describe the governance model developed to allow business ideas and 
innovation to flourish, without comprising essential governance and control. Furthermore, 
as a key deliverable and sub-set of the approved Digital & IT Strategy 2024 to 2027, this 
framework also fully aligns with the requirements of the Council’s Strategic Policy 
Framework, most recently considered by Policy & Strategy Committee in March 2024, as 
illustrated in Diagram Three below.  

Diagram 3 – Detailed Governance Framework 
 



2.13 Diagram Three clearly summarises the key elements of the AI framework and toolkit 
discussed within this report, and more fully described within Appendix One. The diagram 
also looks to assist members to understand how and where the framework aligns to the 
Digital & IT Strategy and those other organisational and operational strategies that 
envisage automation and AI being used to aid the Council in delivering inclusive growth 
and prosperity for all.    

 
 

3. Measures of success 
3.1 Success will be evidenced through generative technology being efficiently and effectively 

deployed, in an agile manner, to support the implementation of the Council’s AI vision 
through new digital service delivery models and solutions designed to meet the needs of 
modern businesses and communities. 

 
 

4. Supporting documents 
 
4.1 Appendix 1: Automation and Generative Artificial Intelligence (GenAI) Framework 
 
 
 

 
 
Katrina Hassell 
Chief Officer (Business and Digital) 
 

 



 

5. Impacts 
 
5.1 Public Sector Equality Duty and Fairer Scotland Duty 
 Does the report contain information that has an impact as a result of the Public Sector 

Equality Duty and/or Fairer Scotland Duty? 
 Yes ☒ No ☐ 
 If Yes, please provide a brief summary of the impact? 

An Equality / Fairer Scotland Duty Impact Assessment was undertaken when 
developing the Digital and IT Strategy 2024 to 2027. This assessment highlighted key 
impacts may exist for older people, low-income groups, those with a disability, and 
people who are homeless, asylum seekers or whose first language is something other 
than English.   
Deploying automation and GenAI solutions doesn’t materially change the impacts 
previously identified for the Digital & IT Strategy, therefore these will remain as an area 
of focus and consideration as we look to maximise the capabilities available through 
these technologies. In deploying our AI vision of ‘better, faster, cheaper’, the Council will 
look to ensure for example that we explore language translation / multi language 
functionality to make it easier for those whose first language is something other than 
English to access critical services.  
As previously noted in the Digital & IT Strategy to 2027, the Council will continue to use 
its Driving Digital Locally subgroup to consult local communities regarding the design 
and deployment of digitised council services to enable us to ensure that no one is left 
behind or digitally excluded because of our AI ambition. 

 If Yes, has an assessment been carried out and published on the council’s website? 
https://www.northlanarkshire.gov.uk/your-community/equalities/equality-and-fairer-
scotland-duty-impact-assessments 

 Yes ☒ No ☐ 
5.2 Financial impact 
 Does the report contain any financial impacts? 
 Yes ☐ No ☒ 
 If Yes, have all relevant financial impacts have been discussed and agreed with 

Finance? 
 Yes ☐ No ☐ 
 If Yes, please provide a brief summary of the impact? 
5.3 HR policy impact 
 Does the report contain any HR policy or procedure impacts? 
 Yes ☐ No ☒ 

 

Section 6.5 of the framework focusses specifically on people impacts and proposals for 
managing the ‘citizen developers’ which are anticipated within the Digital and IT 
Strategy. The framework does not however contain any detail regarding the wider 
impact which deployment of AI could have on the council’s future workforce plans. Chief 
Officers looking to deploy GenAI solutions are therefore expected to engage with the 
One Service and Digital North Lanarkshire Programme of Work Boards to appropriately 
future proof their workforce and digital transformation plans.  
If Yes, have all relevant HR impacts have been discussed and agreed with People 
Resources? 

 Yes ☐ No ☐ 
 If Yes, please provide a brief summary of the impact? 
5.4 Legal impact 
 Does the report contain any legal impacts (such as general legal matters, statutory 

considerations (including employment law considerations), or new legislation)? 
 Yes ☐ No ☒ 

https://www.northlanarkshire.gov.uk/your-community/equalities/equality-and-fairer-scotland-duty-impact-assessments
https://www.northlanarkshire.gov.uk/your-community/equalities/equality-and-fairer-scotland-duty-impact-assessments


 

 The Department for Science, Innovation and Technology (DSIT) produced a White 
Paper proposing rules for general purpose AI in 2023, but to date there is no legislation 
or single regulator in respect of AI use within the United Kingdom.   
Within this White Paper, the UK Government has outlined the following five core 
principles for AI regulation. With a view to ensuring any future compliance with these 
key principles, they are addressed within the first version of the Council’s Automation 
and AI framework.  

1. Safe, secure and robust 
2. Transparent 
3. Fairness 
4. Accountability and Governance 
5. Scope for redress 

If Yes, have all relevant legal impacts have been discussed and agreed with Legal and 
Democratic? 

 Yes ☐ No ☐ 
 If Yes, please provide a brief summary of the impact? 
5.5 Data protection impact 
 Does the report / project / practice contain or involve the processing of personal data?   
 Yes ☐ No ☒ 
 If Yes, is the processing of this personal data likely to result in a high risk to the data 

subject? 
 Yes ☐ No ☐ 
 If Yes, has a Data Protection Impact Assessment (DPIA) been carried out and e-mailed 

to dataprotection@northlan.gov.uk  
 Yes ☐ No ☐ 

5.6 Technology / Digital impact 

 
Does the report contain information that has an impact on either technology, digital 
transformation, service redesign / business change processes, data management, or 
connectivity / broadband / Wi-Fi? 

 Yes ☒ No ☐ 

 

If Yes, please provide a brief summary of the impact? 
The Digital North Lanarkshire priority in the Programme of Work to 2028 envisages 
significant changes to applications, software, hardware, and connectivity, with all duly 
considered from a Digital First and Enterprise Architecture perspective through the key 
governance groups of the Enterprise Architecture Governance Group (EAGG) and Data 
Governance Board (DGB).  
Section 4.3 of the attached Framework illustrates ‘narrow AI’ has been in use within the 
Council for several years with some of our key vendors providing products and solutions 
(e.g. Microsoft Defender, XDR Service) capable of being categorised as ‘reactive 
machines’, ‘limited memory AI’ and ‘expert systems’. Many vendors are now rebranding 
their solutions as having ‘Embedded AI’ functionality. The explosion of interest in 
generative technologies will see AI functionality increasing further, giving rise to a high 
likelihood of NLC having many AI instances spread across its portfolio of critical ICT 
applications. With this in mind, AI is a key focus and deliverable of the Digital First 
Operations steering group , with this  first version framework essential for facilitating the 
Council’s ability to track and manage its AI solutions, usage and governance.    

 
Where the impact identifies a requirement for significant technology change, has an 
assessment been carried out (or is scheduled to be carried out) by the Enterprise 
Architecture Governance Group (EAGG)?  

 Yes ☒ No ☐ 
5.7 Environmental / Carbon impact 

mailto:dataprotection@northlan.gov.uk


 

 Does the report / project / practice contain information that has an impact on any 
environmental or carbon matters? 

 Yes ☒ No ☐ 
 If Yes, please provide a brief summary of the impact? 

Providing digital services that offer online, anytime access to services will have a positive 
environmental impact across several important areas such as minimising waste and 
recycling, thanks to the limited need for paper forms.  Automating workflows through 
GenAI will reduce the council’s carbon footprint by saving energy and reducing emissions.  

5.8 Communications impact 
 Does the report contain any information that has an impact on the council’s 

communications activities? 
 Yes ☒ No ☐ 
 If Yes, please provide a brief summary of the impact? 

Communication with all stakeholders will remain a key priority in implementing the 
Digital and IT Strategy 2024 to 2027 and deploying the roadmap and delivery plan in 
pursuit of a Digital North Lanarkshire.  
To assist in shaping our AI journey, Services had opportunity to attend Centre of 
Excellence roadshows held during July and August to understand where AI may help to 
achieve business objectives. In recognising that digital can often be seen as ‘a technical 
thing’, an AI expert from Gartner (a leading research and advisory company that 
provides insights, advice and tools for leaders in IT) attended the Digital North 
Lanarkshire Strategic Board meeting of 19 August 2024 to highlight a Chief Officer 
perspective of GenAI and provide non-technical examples of how GenAI, and ChatGPT 
in particular can be used to embed digital capabilities within services, care and support 
being delivered to our communities as they move through the ‘ages and stages’ of their 
lives.  
These sessions have assisted in shaping the content of the attached framework, but as 
outlined within the separate report on today’s agenda in respect of progress in 
achieving the Digital and IT Strategy to 2027, further work and further communication is 
essential for the Council to ensure that it deploys useful and ‘trustworthy’ AI solutions 
which comply with the ‘lighthouse principles’ described within the framework. Different 
iterations of the framework will therefore follow but will be tailored to suit the needs of 
each individual audience, including the Driving Digital Locally subgroup referenced at 
para. 5.1 above.  
 

5.9 Risk impact 
 Is there a risk impact? 
 Yes ☒ No ☐ 

 

If Yes, please provide a brief summary of the key risks and potential impacts, 
highlighting where the risk(s) are assessed and recorded (e.g. Corporate or Service or 
Project Risk Registers), and how they are managed? 
Paragraph 1.6 illustrates that automation can result in an increased likelihood of 
Security Threats and Risks (STR). Our framework for adopting GenAI reflects on 
Gartner’s top 5 categories of security threats and risks (STR) – highlighted overleaf – 
with appropriate controls also identified to minimise any further impacts on the existing 
corporate risks of: 
 Information Security and Information Governance (current score of 20), 
 ICT Operational Capability (current score of 20), 
 Digital and IT Strategy (current score of 12), and 
 Digital Adoption (current score of 20). 
  



 

 
5.10 Armed Forces Covenant Duty 

 
Does the report require to take due regard of the Armed Forces Covenant Duty (i.e. 
does it relate to healthcare, housing, or education services for in-Service or ex-Service 
personnel, or their families, or widow(er)s)? 

 Yes ☐ No ☒ 

 

If Yes, please provide a brief summary of the provision which has been made to ensure 
there has been appropriate consideration of the particular needs of the Armed Forces 
community to make sure that they do not face disadvantage compared to other citizens 
in the provision of public services. 

5.11 Children’s rights and wellbeing impact 

 
Does the report contain any information regarding any council activity, service delivery, 
policy, or plan that has an impact on children and young people up to the age of 18, or 
on a specific group of these? 

 Yes ☒ No ☐ 

 

If Yes, please provide a brief summary of the impact and the provision that has been 
made to ensure there has been appropriate consideration of the relevant Articles from 
the United Nations Convention on the Rights of the Child (UNCRC). 
Implementation of the Digital and IT Strategy 2024 to 2027, and therefore its key 
deliverables around automation and generative AI, is considered to have an indirect 
impact on children. In particular, article 2 (non-discrimination) and article 23 (children 
with a disability).  It is recognised that the rights of the child, and the needs of certain 
groups, require to be considered throughout the journey to a Digital North Lanarkshire. 
This framework and its overarching strategy aim to make services more accessible, with 
opportunity to improve people’s lives though digital technology, solutions, and skills. 

 If Yes, has a Children’s Rights and Wellbeing Impact Assessment (CRWIA) been carried 
out?  

 Yes ☒ No ☐ 
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1. Introduction 
 
It is not a question of whether to use AI, but where, when and how, whilst controlling 
and quantifying the benefits realisation from it.  AI is already available and in use 
across our personal lives, interaction with businesses and increasingly within the 
workplace as service providers incorporate AI into their offerings. It is therefore 
important that we take a strategic view on its impact into our organisational workings 
and put in place the appropriate structure that supports its development. 
 
Why do organisations want to adopt AI? A need to improve productivity and 
efficiency whilst reducing total cost are the main factors, however keeping up to date 
is a significant factor and can bring benefits in terms of the staff hiring and retention, 
whilst customer insights across those combined data sets can shape the structure 
and profile of organisational delivery. 
 
The hype around AI would lead you to believe that the promised benefits are easy to 
achieve. Research identifies that where technology is concerned AI is foremost in 
the thinking of business leaders and senior executives but is the hype being 
realised?  In reality, the majority of organisations have difficulty in clearly articulating, 
never mind realising the financial benefits that are proclaimed. Many currently find it 
difficult to progress beyond discrete pilots across their organisation all the while 
hearing the clamour from software providers to adopt more, and pressured internal 
services concerned about being left behind and missing opportunity. 
 
See Appendix 1: Gartner Curve of Expectation 
 
Implementing the technology alone is not enough. It must be backed by a clear 
strategy and business processes that create the environment for the scaling of AI to 
succeed and importantly is able to demonstrate the return on investment.  
 
An AI strategy must not stand alone; hence it is a theme within the wider Digital and 
IT strategy 2024 to 2027. It must reflect the business goals and needs of the 
organisation and be informed by and aligned to business strategy; it must therefore 
constantly be reviewed to ensure it maintains alignment.  That alignment must be 
bidirectional, as with the Digital strategy, opportunities in AI must be reflected in 
Business strategy areas.   Enabling strategies such as Customer Engagement also 
have a relationship with the AI vision and similarly, they should inform each other. 
 
The ambition and vision for AI use in an organisation must be understood, in doing 
so determining the importance of AI in achieving business goals, manage 
organisational pressures, developing or maintaining service delivery must be 
defined.   Identifying areas of relevance within the organisation and who the 
stakeholders are will aid the organisation in understanding its drivers, benefits, 
managing risk and adoption planning ultimately resulting in achieving value. 
 
To achieve demonstrable value with AI that offsets the associated costs requires an 
organisation to understand not only the technology but also data management, risks 
associated with use and their mitigations, the portfolio of AI in use and agreed 
governance. In doing so, it will then produce an appropriate level of AI understanding 
and awareness within the organisation that can help drive that value realisation. 
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The Council utilises technology solutions from many vendors so it must be 
recognised that all vendors will seek to incorporate some level of Embedded (Native) 
AI into their solutions as such enables them to maintain market relevance and under 
the guise of additional functionality, many will use the opportunity to leverage 
additional charges. It is therefore foreseeable that the use of AI will extend beyond 
an AI Solutions repository.  This presents opportunity for silos, incurs duplication with 
additional cost and increases risk across cyber security, data management and 
strategic planning. 
 
It is clearly important that our ambition for the use of these technologies can be 
realised to achieve associated benefits, but that ambition must not be caught up in 
the hype and commercial marketing. To recognise the true potential we must apply 
appropriate governance and control that provides agility and access across the 
organisation, enabling service areas to benefit from enhanced tooling whilst 
managing the risks and costs of deploying them.  
 
 
2. Purpose 
 
The purpose of an AI Framework is to provide the guiderails to aid the Council in 
successfully managing both its adoption of AI and transitioning to being an 
organisation that knowingly and by default has AI in its toolkit to aid in delivering 
services. Ultimately the framework looks to promote the same basic principles 
applied through the Digital and IT Strategy and reflected within our Enterprise 
Architecture Principles, which can be summarised at the following high-level: 

 
 

 
 

To this, we can add the requirement of developing an AI aware, knowledgeable and 
Skilled Workforce. 
 
This framework is intended to support the need for innovation whilst providing an 
adequate set of controls. 
 
In producing this first version framework, guidance has been taken from the National 
Cyber Security Centre (NCSC), Scottish Government AI playbook, UK Government 
Digital Service and Gartner (a leading research and advisory company that provides 
insights, advice and tools for leaders in IT). 
 
 
 
 
 
 
 
 
 
 

Business Driven, Standardised, Efficient, Reusable, Owned, Responsible 
Sustainable 
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2.1 Key Takeaways for an AI Strategy  
 
 Maintain alignment with business strategies 
 Fully align with business goals 
 Establish responsibility for AI in general and each AI instance. 
 Establish best practice for AI implementation 
 Identify benefits realisation process and reporting 
 Identify key value opportunities 
 understand the data requirements used to train and operate an AI 
 Define how AI requirements are captured and evaluated 
 Establish templated designs for AI delivery 
 Create a portfolio of AI initiatives 
 Set priorities in key business areas to deliver 
 Identify and manage associated risks 
 Create and manage an AI solution repository 
 Develop and maintain an AI operating model 
 Develop and manage AI capabilities  
 Manage software application suppliers use of AI 
 Ensure robust testing of algorithms  
 Ensure they are unbiased, ethical and explainable 
 Define the roles and responsibilities in supporting the AI ecosystem 
 Be an Intelligent Consumer of AI not a builder 
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3.Background: Definitions and Types of Artificial Intelligence (AI) 
 
 
3.1 AI Definitions 
In determining a vision for AI within the organisation it is worthwhile outlining AI types 
and their usage.  There are many opinions and models with differing terminology but 
in general they settle on an initial 3-tier model based on capability: 
 
Narrow AI Machine Learning Specialises in one area Developing 

 
General AI Machine Intelligence As smart as a human Conceptual 

 
Super AI Machine Consciousness Smarter than a human Conceptual 

 
The latter 2 remain theoretical at this time, with Narrow AI generally defined across 
the following functional areas: 
 

 
Diagram 1: Narrow AI functional areas 

 
Some of these functional areas have been in use for a good number of years.  
Reactive Machines, and Expert systems (NLP, RPA, for example) like all technology 
areas they have seen significant improvements in the last few years, with Computer 
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vision and NLP being two areas that have become common in use across several 
industries. 
 
Limited Memory AI has vastly developed over this time and frequently is delivered 
via a blending of these AI functions, i.e. Chatbots, Self-Driving vehicles, Healthcare 
applications like digital diagnostic aids, MRI scan reviews, weather forecasting, etc. 
Whilst these examples are in common use and have been about for a while, the 
explosion in interest in AI really is over the last 18 months and is centred around 
Generative AI; this references AI functions that can produce content such as text, 
images, video, sound and coding. Most Generative AI tools work within specific 
domains carrying out specific tasks. 
 
These AI tools are built upon machine learning (ML) where a system uses “learning 
from” patterns of data to solve a problem, produce a thing without being explicitly 
programmed to do so, and this is the key to understanding benefits, performance 
and risk of the use of this type of AI. 
 
The source of the learning data determines the quality of the content produced, even 
systems pre-trained and educated for example Natural Language Processing when 
plugged into a specific solution can only reference the specific subject data it has 
access to, i.e. it may be very eloquent but still can’t answer your question. 
 
NLP uses Large Language Models (LLM) to generate its content. LLM are generally 
trained on large amounts of text-based data typically scrapped from the internet; this 
can be web pages, open-source reference materials and even social media posts.  
The process of checking the veracity or appropriateness of that data just isn’t 
possible so it is inevitable that incorrect and inappropriate content is included; the 
term AI Hallucinations has been coined where AI appears to be “confidently wrong”. 
 
The predominant area where AI has been established is in data analytics, where AI 
processing is capable of sifting through large volumes of data/stimuli, looking for or 
identifying patterns and linkages.  To be effective the data must be available, 
relevant and AI ready, importantly the data must be understood from the context of 
governance and responsibility. 
 
AI personal assistants are an area that has seen significant growth. Many will be 
familiar with Alexa, Siri and Google Assistant used predominantly by individuals to 
perform specific tasks and answer questions. In the last 12 months or so this area 
has experienced a lot of development through the introduction of initially ChatGPT 
and subsequently many others. From a corporate business perspective Bing Chat 
and multitude of Microsoft Co-Pilot offerings are now available and offer functionality 
across the common business workplace experience, stating capability for online 
meeting summarisation, notes, smarter use across the M365 experience and the 
ability to aid composition creation.  
 
Another successful area is within Customer Services where the use of Chat Bots, 
text and voice are frequently used to support self-service and increase initial point of 
service resolution, allowing the human operators to focus on the more complex 
demands. 
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Related to customer services is marketing and sales, AI usage has been taken up in 
these areas with creation of responsive branding, and customer analysis bringing 
insight and adaptability to this area for many businesses; use by council services can 
follow a similar line. 
 
Gartner - a leading research and advisory company that provides insights, advice 
and tools for leaders in IT, to which the Council currently has subscriptions to -  
refers to their Expectation vs Time graph1 as Generative AI currently being in the 
“Peak of Inflated Expectations”. 
 
hyperlink to appendix 
 
3.2 Types of AI Deployments 
 
When developing a set of policies on the use of AI, its useful to further categorise 
them within four types of deployments: 
 

 
Diagram 2 – Types of AI Deployments 

 
Of these Embedded and AI in the Wild are likely areas where the council will utilise 
AI. In-house tends to be purpose built and limited to organisations with unique needs 
and very deep pockets 
 
Identifying how and when to use the others must all form part of the overarching AI 
vision and ambition. There is nothing wrong with the use of “AI in the wild” if a user 
understands the appropriateness of what they share and checks the veracity of what 
is produced.  A key facet of using any AI is understanding the data source(s); 
publicly available AI uses publicly available data, thus when you share data with it, 
(even in the form of a question) that becomes a part of its data repository and 
learning, therefore we must be careful in sharing council or 3rd party data in this 
manner as such will then become open source data. 
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Operationally it will be more likely that a council will interact with Embedded AI. As 
previously noted many software suppliers are jumping on the bandwagon of 
branding products with embedded AI. In many instancesc this is functionality that 
already existed and was in use, but a marketing opportunity has presented itself or in 
other instance suppliers are concerned about being left behind in their marketplace. 
Ultimately, we will see more suppliers incorporating AI functionality into their 
products which will present opportunity for the Council as a user to benefit from its AI 
capabilities. They will however be likely to come with an additional cost. 
 
A key concern here is the wide range of software solutions used across such a 
diverse organisation; without appropriate controls there is the distinct possibility of 
duplication, data silos, leaked data and unnecessary cost. 
 
Hybrid AI may become available to organisations such as a council but in general 
will come with expensive price-tags so is more likely to be marketed towards 
specialist sectors. 
 
An example of Embedded AI that is currently being piloted within the organisation is 
that of the Microsoft Copilot offerings, detail of which can be found within Appendix 
2, and discussed within section 4.4. 
 
As is typical with Microsoft, there is a lot to understand in the continually developing 
ecosystem. What seems simple from the perspective of use as native tools 
embedded in our standard digital workplace quickly becomes convoluted as 
dependencies are uncovered; a useful diagram of the Microsoft CoPilot ecosystem 
and brief descriptions are contained within appendix 2. 
 
These CoPilot functions are currently available at cost as add-ons that can be 
applied to our standard corporate digital workplace experience.  The traditional 
Microsoft marketing model will see the functionality of these add-ons being 
incorporated into standard product over time, with the standard cost increasing. In 
short if these tools and functions fit with the Microsoft business plan, they will end up 
being available in our environments no matter what. 
 
The Council will inevitably become a consumer of AI, it should however ensure it is 
an Intelligent Consumer of AI. It is extremely unlikely that the Council will ever strive 
to be a builder of AI. 
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4. Generative Artificial Intelligence (GenAI) Business Capabilities 
 
4.1 How can AI help 
 
AI in the public sector can offer many benefits, for example  
 
 

• Smarter Policymaking: By analysing vast amounts of data, AI can provide 
insights that inform better policy decisions. This includes predicting trends, 
identifying areas of need, and optimizing resource allocation. 

• Simulate complex systems that allow policy makers to experiment with 
different policy options and spot unintended consequences before committing 
to a measure 

• Reimagined Service Delivery: AI can enhance citizen services by 
automating routine tasks, improving response times, and personalizing 
interactions. For instance, chatbots can handle citizen queries, freeing up 
human resources for more complex tasks. 

• Efficient Operations: AI streamlines processes, reduces administrative 
overhead, and enhances decision-making. It can help detect fraud, optimize 
infrastructure projects, automate repetitive and time-consuming tasks, and 
even triage cases. 

• Workplace Augmentation: AI in the general back-office workers toolkit, 
augmenting their ability to produce and edit content, and speeding up day to 
day tasks.  With the potential to aid project and process delivery that 
conceivable can be considered as additional resource increasing productivity. 

• Semi-skilled task capabilities: AI assistant technologies can support the 
ability to carry out some basic tasks with limited skill and knowledge that have 
previously be considered niche or highly skilled, for example: 
 

• creation of automated process with the M365 workplace 
• complex spreadsheet functionality 
• producing graphics and images 

 
*Note ability to create does not replace knowledge and experience.   

 
• Monitoring and Aggregation: AI may be the tool that enables the benefits 

behind IoT type technologies; the value in monitoring and trending of 1000’s 
of sensors is well established but the capacity to make effective use of rather 
than being another operational burden has been the challenge for many 
organisations.  The power of AI to inform and alert will enhance operational 
functions by supporting real-time decision making and resource optimisation  

 
However, these do not come without overheads, responsibilities and risk, for 
example 
 

• Bias: AI systems can be biased, leading to discriminatory outcomes in areas 
like hiring, lending, law enforcement, and criteria-based decision 
making. Biases often stem from training data, so using diverse and 
representative data, implementing bias-detection processes, and prioritizing 
fairness are essential, as is ensuring a human makes the final decision. 
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• Data Privacy and Protection: Handling large datasets increases the risk of 
data breaches. Ensuring robust security measures and respecting user 
privacy are crucial. 

• Decision Accountability: When AI makes mistakes, it’s unclear who should 
be held accountable. Establishing clear guidelines and monitoring systems for 
bias and errors is essential, as is the ethics of use and being clear when used 

• Compliant: Ensuring use of AI is compliant with relevant laws, ie GDPR, DPA 
• Environmental Impact: AI’s energy consumption and carbon footprint can be 

significant. Designing energy-efficient models and infrastructure is important. 
• Workforce Effects: Concerns include job displacement due to automation 

and the need for reskilling. Balancing AI adoption with workforce well-being is 
critical. 

• Over Reliance:  Like all technology it can fail, so we must ensure that 
appropriate Business Continuity Practices (BCP) are in place. 

• Cost: The marketplace is awash with AI add-ons, organisations should 
undertake cost vs benefits analysis before committing to further cost. 

 
4.2 Use Cases and benefits to the Council 
 
Understanding and categorising our various “use cases” will aid the organisation in 
determining its approach to AI adoption.   
Consider diagram 3, it has 3 main areas, the outer representing generic 
organisational functions, the middle AI technologies and tools, and the core AI 
service delivery opportunities.  
 
 

 
Diagram 3: Domains 
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The outer ring is further divided into four segments that at a high level represent the 
organisation functional structure:  
 
 
Front Office Customer Interaction Customer Service Hub 

Receptions 
 

Back Office Service Supporting Administration, Legal, HR, 
Finance, IT, Democratic, Audit 
 

Core Capabilities Service Operating Delivery of all service functions 
 
 

Product and Services Tools and Resources  Physical & software tooling 
Buildings & open spaces 
Sensors 

Table 1: Organisational Functional Structure 
 
 
The middle ring aligns high level AI technologies to those areas: 
 
 
 
Front Office Ease Interface Bottlenecks 

Aid the customer to self-
serve, gather information to 
be served more efficiently, 
directed towards information 
and processes. 

Self-Service 
Chat Bots 
Virtual Assistants 
FAQ 

Back Office Increased Productivity  
Support productivity and 
efficiency  

M365 CoPilot 
Domain specific software AI 

Core Capabilities Compliance & Insight 
Understanding the usage, 
performance and inter-
relationship in operational 
services 

Data management 
Power BI 
Strategic and Policy informing 
 

Product and 
Services 

Remove Tedious Tasks 
Tools enhanced by AI, 
Processes automated  
Interaction between tools 

Computer vision technology 
Building Management 
Automated vehicles 

Table 2: Functional Areas vs AI technologies 
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The centre further groups AI capabilities into domains, whilst recognising that all 
incorporate embedded AI: 
 
 
Domain Specific AI Technology embedded into domain specific 

software solutions (i.e. Health and social care CRM), 
or tools and equipment used to deliver / enhance 
services (IoT sensors, automated equipment, 
Intelligent Personal assistants/Alexa, etc) 

Automated Task Delivery Use of functions such as Robotic Process 
Automation to handle repetitive back-office software 
enabled tasks and augment delivery on tasks such as 
video surveillance, 

Data Insight Manipulation of data to provide insight into 
performance, strategic planning, etc 

Workplace Efficiency AI workplace assistant technology such as CoPilot 
used predominately by back-office staff to be more 
efficient in their delivery of tasks. 

Customer Interaction Chat Bots, virtual assistants, etc 
Table 3: AI Capability Domains 
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4.3 Early Piloting within the Council 
 
AI has been in use across the authority for several years, just not recognised as AI, 
and is now frequently subject to rebranding as added AI functionality. Some 
examples of existing usage are listed below: 
 
Microsoft Defender Limited Memory Anti-virus and malware tooling 
XDR Service Limited Memory Cyber Security Alert and event pattern 

recognition 
Community Care Grant RPA automated process flow 
Free School Meals RPA automated process flow 
BACS updates RPA automated process flow 
UC Data share RPA automated process flow DWP to Council 

Tax 
Microsoft Purview Expert System Set of solutions to protect and manage 

data 
Microsoft CRM Power Platform In use for a number of years supporting the 

councils CRM on MS Dynamics, operating 
as “Reactive Machines” these are 
automated processes carrying out 
repeatable tasks. 

 
4.4 Centre of Excellence 
 
To further develop the use and understanding of newer AI functionality and establish 
the basic principles of AI management to apply to those tools, the Council 
established a Centre of Excellence methodology to explore and promote the practice 
of Citizen Developers. In doing so the Council engaged consultants from PwC and in 
collaboration developed a suite of complementary controls and playbooks that align 
with those set out in this document; links to those documents are contained within 
the appendix. The CoE provided the opportunity to develop an understanding of the 
operational support requirements of the tools and the processes, particularly around 
ideation creation, recording and evaluation. 
 
The CoE has raised awareness of AI and its possibilities in the workplace. This was 
supported by a number of roadshows that received wide ranging attendance and has 
hopefully created an appetite for use. 
 
Part of the delivery of the CoE was to create some proof-of-concept solutions that 
could add value and migrate into live services.  To date 4 solutions have been 
developed and are progressing towards live deployment: 
 
 Chatbot for FAQ’s 
 Chatbot for general complaints 
 Chatbot for household waste queries 
 Data Asset management and reporting tool 

 
The Chatbots are intended to be deployed to the Council website for public use, 
whilst the Data Asset tool is an internal solution integrating with our BIHub data 
management facility.  
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5.Determining and Deploying AI Vision 
 
The Domains model (Diag.3) is just that, a simple to view model. In reality, 
requirements and solutions will blend across the themes as the authority identifies 
opportunities that may benefit from utilising AI to augment service delivery. Some 
examples of these opportunities are shown below: 
 

Public Interaction 
  
 The use of Chat Bots and virtual voice assistants are commonplace; the 

Council’s new contract for Telephony services incorporates that functionality 
and will see its introduction over the coming year.  It also includes similar 
functionality for social media streams and email handling blending these into a 
central Customer Services Hub delivery platform.   

  
 The use of self-service functionality for the public accessing information from 

the council, requesting services via webforms, initial triage of requests, 
licensing and bill payments and producing personalised correspondence. 

 
Marketing and Customer Engagement 
  
 The ability to be agile and responsive in creating content for customer 

interaction will be extremely valuable to the Council.  Utilising our own stock of 
content and utilising subscription-based content those in Corporate Comms and 
others involved in wider community engagement will be able to create video, 
graphics, branding, social media posts, email, etc that respond and reference 
news and social events very quickly. It will also do so in multi languages and be 
used to support those with additional needs.  The data analysis tools will then 
be able to inform on the impact of those marketing strategies. 

 
Intra Council Service Delivery Function 
  
 Areas such as the councils IT, Finance and HR services provide internal 

delivery functions and have a wide range of processes and documentation that 
support them. AI technologies will support self-service, access to process and 
documentation, order and invoice reconciling, etc 

 
Human Resources Delivery 
  
 Beyond the service delivery function of HR there is also the aspect on 

onboarding staff, training (delivery and materials), compliance and hiring.  
These areas can all benefit from automated processes to aid in delivery and in 
content creation and adaption 

 
Legal and Compliance 
  
 Using content repositories to draft documents and create training material, 

summarise legal documents and automate process flow. 
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General Back Office Function 
  
 Carrying out routine software driven tasks, creation of content and 

documentation, summarisation of digital documents, note taking and meeting 
summarisation are just some areas where AI can offer support.  Additionally, 
data driven analytics will provide operational insight and inform data-driven 
decision making. 

  
 AI will be beneficial to those with additional support needs in navigating the 

generic organisational functions used in the modern workplace, through 
functions such as speech to text and text to speech and visual aids (eye 
tracking technologies). 

 
Video Surveillance 
  
 Monitoring, image and pattern recognition, building access, tracking and 

alerting are all functions that will aid this area, providing enhanced video 
search, threat detection supporting real-time monitoring and business 
intelligence. 

 
Assisted Living 
  
 Tools such as Intelligent personal assistants and associated smart home 

devices will assist controlling their environment. Mobility, visual and other 
sensory enhancement aids can further support individuals both within their own 
home and across their local communities. 

 
Environmental Services 
  
 AI supporting video capture and interpretation technologies can provide real-

time data on waste collection functions, identify fly tipping, road surface quality, 
and space utilisation; sensors can inform on local environmental conditions, 
that can inform operational practices and strategic planning. 

 
Building and Space Management 
  
 Analysis of IoT type sensor data can improve Building and Space Management 

Systems, inform space design and optimisation, support energy management, 
inform operational service patterns (space cleaning, bin emptying, etc).   
Further they can inform maintenance requirements that may extend lifespan, 
efficiency, etc. 

 
IT Development and Delivery 
  
 Operational tools will support device management and deployment, supporting 

quicker deployment, fault resolution and device compliance, with increased 
availability and reliability.  Access to generative coding practices will support 
software developers in producing and testing code, enabling more efficient 
delivery.  
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Data Security 
  
 AI pattern recognition has been used by Anti-Virus and cyber protection 

products for several years. The increased dependency upon technology for 
service delivery, more software applications and digital devices in use than ever 
before creates increased attack surface and vectors, coupled with the everyday 
nature of our consumption staff can become blind to the risk and responsibility 
in handling that data.  The power of AI tools in this space to correlate across 
these areas will continue to be heavily relied upon to support data integrity and 
availability.  

 
Citizen Developers 
  
 Using tools embedded within our Digital Workplace suite and domain specific 

solutions, operational staff will be able to use Graphical User Interfaces (GUI) 
to create simple workflows within the domain area that improve efficiency. 

 
 
6. Principles for successful AI usage 
 
To be successful in implementing and managing AI within the organisation it requires 
a culture that understands AI is part of the toolkit in service delivery. An enabler to 
this is defining our lighthouse principles for AI. Diagram 4 highlights the core 
principles that have been discussed throughout this document and which therefore 
form the basis of the framework.  

 
Diagram 4 – AI Lighthouse Principles 
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6.1 Stakeholders 
 
Ensuring we understand the stakeholders, their drivers and requirements is key to 
any service or solution, the use of AI is no different.  Standard methodology for 
identifying, recording and informing stakeholders must be carried out. 
 
We must also be transparent in our use of AI and understand the consequences of 
its use; this can relate to source content used in creation and any subsequent liability 
and responsibility of use; alternatively, it can relate to automated decision making 
and pre-categorisation, further we have a duty to inform our customers when they 
are conversing with AI products. 
 
6.2 Innovation 
 
To be successful any framework supporting AI must strike an effective balance 
between supporting and stifling innovation.  Appropriate governance and risk 
management is required to protect the collective assets of the organisations and 
ensure alignment with compliance responsibilities; however, innovation is critical for 
the organisation to respond to the challenges it faces and the technological evolution 
of the marketplace.  We must also recognise that not all AI innovation will be 
astoundingly game changing, (and hence require more intensive oversight), most will 
be everyday usage that relies upon background controls and appropriate knowledge 
and training.   
Starting with “low hanging fruit” that will be quicker to deliver benefits realisation, 
evaluating and learning from their success before considering more complex 
initiatives is a perfectly valid strategy. 
 
6.3 AI ready Data  
 
As mentioned throughout, the data used by AI is directly related to the quality of 
response returned.  For RPA type processes data is frequently being referenced or 
moved between applications, outcomes are generally an action or a report, decision 
can be based on this data but generally not made by the process.   
For RPA to run smoothly the data within the systems needs meet an agreed format, 
must be stored in the correct location, available, etc, aberrations in the data 
formatting will result in process failure. 
 
Generative AI solutions remember are trained by data sources, and use data 
sources to provide a response; they can be confidently wrong after all they are not 
conscious, they have no perspective, they rely solely on the data they have.  Hence 
those data sources must be relevant, accurate, complete, consistent and 
representative to minimise risk of bias. 
 
We must ensure our use of AI is compliant with data protection and privacy laws, 
and where any automated decision-making is carried out by the AI ensure that does 
not conflict with other laws and regulations.  Therefore, the process being automated 
must be considered from this perspective, clearly captured and owned by the 
organisation, with recognised processes for human intervention.  
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For data to be AI ready it must align with the intended use case, it must be owned 
within the organisation and it must be managed. 
 
The use of AI also brings an unusual consideration with regards data. “We” the users 
of the AI are responsible for the data the AI produces, we can’t assign responsibility 
and blame to the AI; understanding we have that legal responsibility is critical. 
 
2. Hyperlink to Appendix Gartner AI ready data.  
 
6.4 Technology 
 
As previously stated, AI will not be a single stand-alone thing, instead we will have 
many AI instances spread across our portfolio of applications. Many will be specific 
to the domain they reside in (embedded AI), others will sit more centrally, with some 
being generic in use and widely accessible, whilst others will reach across the estate 
but reside very much in the background and unknown to most.  To keep track of 
these varying solutions and their uses it is critical that a central AI solutions 
repository is created and maintained, recording each application, its function, 
purpose, ownership and relationship with organisational business processes. 
 
Categorising AI technologies will help in determining the appropriate usage and 
governance for them. For instance access to Co-pilot within web-browser or the use 
of Teams Premium (inc. AI intelligent recap of meetings) are completely different use 
cases than using AI for a web-bot on the website, or virtual voice assistants for initial 
triage of calls to the Customer Services Hub.  Providing appropriate access to these 
tools will allow staff and thus the organisation to benefit from their use. 
 
6.5 People   
 
The complexity of technology and the risks associated with misconfiguration are well 
recognised, and as has been mentioned the costs associated with AI functionality 
has to be managed, yet many aspects of new AI technologies are specifically 
directed towards any computer user and everyday use, empowering workers and 
enhancing productivity.  The question is then how to facilitate that growth in use 
without incurring uncontrolled risk and cost. 
 
Traditionally the creation and adoption of software functionality that introduces 
autonomous processes has been the of remit of dedicated software developers or 
system specific specialists. The introduction of AI introduces the concept of Citizen 
Developers - employees who create application capabilities for consumption by 
themselves or others, using tools that are not actively forbidden by IT or business 
units. It’s important to note that being a citizen developer is a persona, not a specific 
job title or targeted role. These individuals typically report to a business unit or 
function other than IT, and they don’t necessarily require a specific proficiency 
designation or time allocation.   In essence, citizen developers are non-technical 
users who build applications using low-code or no-code platforms, without extensive 
programming knowledge 
 
How those individuals are managed in relation to AI use and development must be 
understood, general guidelines include: 
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• A managed pathway of education and development 
• Guideline and templates on the development process 
• Access to workplace sandpits to develop skills in a safe manner 
• Common repository of solutions 
• Gateway process for idea development 
• Peer Review  
• Ownership 

 
If developing AI Intelligent Consumers is beneficial then ensuring we have skilled AI 
technical support staff is similarly important.These technologies and any associated 
integrations, “as always with technology” bring new tasks and roles for technology 
teams that have to be recognised and accommodated. 
 
6.6 Risk and Cyber Security Considerations 
 
Fundamentally, generative artificial intelligence (GenAI) offers opportunities for the 
Council to do more, and better, with less. It can support services being developed and 
delivered more quickly, streamline back-office processes and enable improved 
stakeholder communication with the Council. It should, however, be remembered that 
GenAI is software, and its adoption and use must, like all software, be used in a 
manner that always balances risk and security with productivity and efficiency. To be 
more succinct, the use of GenAI should not compromise Council systems or the 
information they contain. 
 
Any GenAI system used by the Council must be “secure by design” and deployed in 
full awareness of risk and how risk controls are aligned to mitigate or at least record. 
GenAI use must also be controlled: for example, the risk of users uploading sensitive 
Council information to unauthorised GenAI tools needs to be managed. Whilst some 
of the security issues and risks associated with GenAI are similar to those faced when 
using other software – such as malicious activity, patching defects and accidental 
disclosure – GenAI can be susceptible to other risks including: 
 

• the data used to “train the system” being inaccurate or “poisoned” – a deliberate 
act of changing the data with aim of the GenAI system providing inaccurate 
results. 

 
• malicious actors querying the system with the aim of reconstructing the data 

that the system used in its development. 
 

• the challenge of maintaining the security and confidentiality of the large and 
often sensitive databases that GenAI tools typically require continued access 
to versus the need to restrict access to sensitive systems and components. 
 

• sensitive information being inappropriately accessed and released. To counter 
this, Council staff and others with access to Council information will need to be 
trained in the correct labelling of information and its appropriate handling. 

 
In more detail, Gartner (the Council’s professional IT advisory partner), has identified 
5 categories of security threats and risks (STR) and impacts that organisations need 
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to consider as part of their adoption of GenAI technologies. Gartner summarise these 
in the diagram below: 
 

  Diagram 5 – Gartner Security Threats & Risks 
 
Any strategy for adopting GenAI needs to take heed of STR and impact types to 
ensure they have the appropriate suite of controls in place based on risk appetite. 
Whilst Gartner have identified more detailed controls for addressing each STR and 
risk type, these can be boiled down to: 
 
Common web and SaaS security measures: 
 
• A GenAI acceptable use policy (AUP) that defines approved business use cases 

where GenAI can be used. 
• A SaaS security checklist that defines the security requirements used to validate, 

approve and onboard SaaS applications. 
• A data security standard that defines how sensitive data needs to be protected in 

the public cloud. 
• A security service edge (SSE) product to secure web and SaaS usage. 
• Bot detection controls to ensure only human users interact with the GenAI 

application(s). 
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Common cloud security measures: 
 
• A cloud security standard to outline how public cloud usage should be secured. 
• Cloud security products, such as cloud-native application protection platforms 

(CNAPPs), to secure public cloud usage. 
• Application security capabilities to secure custom-built apps. 
• Bot detection controls to ensure only human users interact with the GenAI 

application(s), especially for externally facing GenAI applications. 
• API security capabilities to protect internal- or external-facing API endpoints. 
 
In terms of generic advice on AI system development, NCSC reference a four-stage 
process as shown below: 
 
• Secure design: Apply appropriate design principles throughout the development 

life cycle, including risk capture, threat modelling 
• Secure development: Managing the development lifecycle stage, including 

supply chain security, documentation, asset and technical debt management. 
• Secure deployment: Ensuring the solution incorporates protecting the 

infrastructure and models from compromise, threat or loss, developing incident 
management processes, and responsible release. 

• Secure operation and maintenance: Managing the ongoing operation of the 
solution including logging and monitoring, update management and information 
sharing, etc 
 

 
6.7 Governance 
 
All guides to AI adoption are clear that a strong governance model is recommended 
to successfully implement and manage AI. This is particularly true for large 
organisations supporting a wide range of service responsibilities and demands.  
Many aspects have already been mentioned within the AI Ready Data segment at 
section 6.3 above, but in addition it is important to define who is responsible for each 
instance and the composite parts involved (i.e. AI technology vs referenceable data). 
 
Understanding where AI is used within the organisation and why it is critical to avoid 
duplication, ensure responsibility, alignment to vision and values both from a Digital 
strategy and Organisational perspective. 
 
It is therefore important that there is a consistent model for managing the various 
stages of the AI lifecycle from methodology for assessment, design and 
implementation to Operational practices, performance and reporting. 
 
A further area of risk to be considered is that of cost. GenAI offers the Council 
opportunities to do more, and better, with less.  The tools are often marketed as an 
efficiency for everyone and hence should be deployed across an estate. However, AI 
does not come free, take for example M365 CoPilot at approx. £30 p/m/p/u; a hefty 
£360 p/a for each individual. Applying that to our whole corporate user account 
estate (ie excluding teaching) would generate a recurring revenue charge of nearly 
£2M p/a.  Similar charges are likely from other application suppliers keen to offer 
their own AI variants. 
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Gartner advice similarly focuses heavily on governance for AI; the model shown in 
diagram 6 Six-Pillar Common Framework for Governance captures common areas to 
consider: 

 
Diagram 6-Six-Pillar Common Framework for Governance 

 
Each area captures at a high level a recommended structure, defined below: 
 
Mandate and scope: assume the authority and support from key senior leadership to 
develop governance over AI, focus on AI principles, governance charter, executive 
sponsorship 
 
Structure and Roles: The necessary roles, responsibilities, skills and organization 
structure for governance to operate, focus on governance functions, deployment 
style, participating roles 
 
Processes: The operations, assessments and procedures that allow governance to 
operate effectively, focus on Standards, Policies, Guidelines 
 
Decision Rights: The framework establishes authority and accountability for 
decisions, focus on Business, Technology, and Ethical decisions 
 
Culture: The norms, values, systems of belief and practices that enable or inhibit 
achievement of a governance outcome, focus on Organizational and societal values, 
Governance culture, Bias mitigation. 
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Communication: Guidance, policies, channels and content used to convey 
information and guide decisions, focus on Trust, AI adoption, AI literacy 
 
It is further recommended that determining decision rights and accountability for 
people and groups that are entitled to make business decisions for dimensions of AI 
governance is critical for success: 
 

• An organizational dimension to balance business value and corporate risk. 
• A customer/citizen dimension to balance privacy and convenience of 

individuals. 
• An employee dimension to balance trust and control. 
• A societal dimension to balance public safety and freedoms, often expressed 

in regulatory compliance. 
 

 
Diagram7: Dimensions of AI Governance 

 
 
As with all technology, AI comes with a cost and introduces risk and responsibilities; 
the challenge then is to determine the correct balance between appropriate 
governance and sustainable adoption 
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7. Summary 
 
AI use must be managed, its development and adoption by the Council defined, 
monitored and reviewed to ensure its potential benefits do not compromise the 
organisation, customers, community or partners. As such, the Council requires clear 
strategic direction in the adoption of GenAI advancements to ensure that resources 
are focussed appropriately; that risk and reward are assessed and understood as part 
of the adoption of GenAI products. 
 
It is proposed then that a high-level framework for AI is constructed as portrayed in 
Diagram 8 AI Framework.  This framework is constructed from referencing guidance 
from among others, Gartner, PWC, National Cyber Security Centre, UK and Scottish 
Governments. 
 
 

 
Diagram 8: AI Framework 

 
The framework is driven from the top down with the top tier relating directly to the 
Councils Strategic Policy Framework, referencing the Plan for North Lanarkshire and 
the related organisational strategies, which directly inform our operational strategies, 
policies and plans.  The Framework is intended to have direct relationships with 
organisational key strategies and policies, enabling demonstrable compliance and 
supporting service areas to deliver on organisational goals. It is not a framework to sit 
on the periphery on its own, it only exists to support those wider organisational goals. 
 
Two areas in particular are highlighted that have the potential to be heavily influenced 
by AI, “Workforce for the Future” and “Digital and IT Strategy”.  It is important that the 
impact of AI adoption is referenced and considered within service-led areas 
operational strategies, future planning and reflected within their Workforce Planning.  
 
The next tier focuses upon the theme of AI within the Digital & IT Strategy. It 
specifically calls out 7 areas to be considered to successfully deliver in this area: 
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• Developing and maintaining the vision for AI use 
• Understanding and referencing the drivers for AI use within each case 
• Developing and maintaining a plan for adoption of AI use 
• Understanding and developing the enablers for AI adoption 
• Understanding the value to be delivered and how measured 
• Defining how AI solutions will be managed across the estate 
• Ensuring that appropriate risk management and consideration is in place 

 
The next tier demonstrates the high-level support functions and considerations that 
make up an “AI Toolkit”.  The left side area is defined as the Solutions Repository 
and recognises that a large organisation will have no single AI tool and hence  
must capture, identify and record them to ensure they are owned by the organisation 
to provide maximise opportunity to achieve efficiency. 
 

• portfolio of AI tools and solutions  
• where these exist, their use cases, benefit measures  
• how they are consumed and operated  
• The processes used to adapt and change their use 

  
The right-side area defines the “AI Operating Model” and consists of four key themes 
discussed throughout this document: 
 

• Managing the Data used by AI solutions 
• Governing the use and risk of AI solutions 
• Structure understand and develop the skills, talent and ability to use AI 

solutions 
• Operating tasks, technology and contract management and reporting on 

usage 
 
The base tier recognises that Operational Service Areas cannot solely rely upon 
technology to always be there and the potential reliance upon AI can creep up on 
Service Delivery. It is important that resilience of solutions backed up with robust 
Business Continuity must be considered.   
 
 
This framework in conjunction with our Lighthouse Principles and the wider Digital 
and IT Strategy will ensure that our development and adoptions of AI will meet the 
purposes of the organisation securing its data and operational practices as we 
continue to evolve. 
 
Diagram 9 shows a summary of key takeaways for the successful use of AI. 
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Diagram 9 : Key Takeaways 

• Maintain alignment with business strategies 
• Fully align with business goals 
• Establish responsibility for AI in general and each AI instance. 
• Establish best practice for AI implementation 
• Identify benefits realisation process and reporting 
• Identify key value opportunities 
• understand the data requirements used to train and operate an AI 
• Define how AI requirements are captured and evaluated 
• Establish templated designs for AI delivery 
• Create a portfolio of AI initiatives 
• Set priorities in key business areas to deliver 
• Identify and manage associated risks 
• Create and manage an AI solution repository 
• Develop and maintain an AI operating model 
• Develop and manage AI capabilities  
• Manage software application suppliers use of AI 
• Ensure robust testing of algorithms  
• Ensure they are unbiased, ethical and explainable 
• Define the roles and responsibilities in supporting the AI ecosystem  
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Appendix 
 

1. Gartner Curve of Expectation 

Generative AI is at the peak of the Hype Cycle                               Diagram 10 Hype Cycle 

 
2.  Microsoft CoPilot Ecosystem 

Diagram 11: The Microsoft CoPilot Ecosystem 
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A very high-level summary of these areas is provided below, however areas such as 
Operating systems and Developer may at this time be consider more niche and used 
by traditional IT support staff, however the intention of these tools is to push that 
more towards end users of the technology. 
 
Operating systems: CoPilot as part of the Windows11 experience is available 
and looks to extend the AI functionality across the whole windows experience but 
may require specific windows 11 hardware.  Although in the background for most 
users CoPilot within security tools looks to simplify security management practices. 
 
Developer: Intended to aid software developers in being more productive primarily 
linking into GitHub CoPilot (source code writing, troubleshooting, document and test) 
and the Power Platform CoPilot (inbuilt wizards, natural language prompts to help 
developers, makers create new functions and tasks). 
 
Business Applications: Mainly aligned to the Dynamics365 solution, the tooling 
here is intended to enhance business operations across a range of typical Customer 
Relationship Management processes, for the council this is predominately Customer 
Service Management, to aid resolving and responding to requests and customer 
cases more efficiently. 
 
Digital Workplace / Modern Work: CoPilot for M365 working across the standard 
digital workplace ecosystem, intended to be pushed to end users as a digital 
assistant to enhance productivity and empower workers. 
 
Data: Working across the evolving Microsoft Fabric (Power BI, Azure Synapse 
Analytics, Azure Data Factory, OneLake and Purview) CoPilot here will look to aid an 
organisation manage its end-to-end analytics and data platform supporting data 
movement, processing, ingestion, transformation, real-time event routing, and 
report building. 
 
Browser and Search:  Beyond smart searching via an internet browser, CoPilot 
here answers questions, facilitates creation of text content used for 
documentation and reporting, etc. 
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3.  AI Ready Data    

Align Data with Use-Case Requirements  

Every AI use case should describe what data it needs, which will also depend on the AI 
technique that is used. This may not be fully defined upfront but will emerge as the data is 
being used and the AI requirements are being met. Aligning the data to the use case allows 
us to answer these questions: 

Is my data meeting the AI use-case requirements? Is it representative of the use case? 
Ensure your data meets AI use-case expectations in terms of the following parameters: 

• AI techniques, which set some specific requirements on the data. For example, GenAI 
training data will set very different data requirements as compared with a simulation 
model. As a result, the data must meet the expectations of the AI technique applied to 
support the use case. 

• Quantification, which involves ensuring there is enough data (for instance, ensuring 
there is enough training data across multiple years if there is a seasonality pattern). 
Here, considerations such as synthetic data for augmenting the existing data can be 
added as a remediation plan to meet the quantification requirements. 

• Semantics, annotation and labelling to enrich the data. This includes annotation or 
labelling in case of images or videos along with taxonomies and ontologies that are 
often represented in the form of a knowledge graph. Meeting the requirements for this 
criteria is crucial to increase the accuracy of the model. This is central to supporting 
fine-tuning and retrieval-augmented generation (RAG) models in GenAI. 

• Quality defines the extent to which the data meets the data quality requirements of the 
AI use case. For example, though there might be enough volume of data, the data 
itself could be very sparse and, as a result, may not be complete enough. 

• Trust includes AI use-case requirements relating to where the data is coming from, the 
level of trust in the contributing sources and pipelines or output from other participating 
AI models. 

• Diversity requirements for AI guarantee the inclusion of sufficiently diverse sources to 
avoid any bias stemming from the sources. 

• Lineage provides end-to-end transparency about where the data is coming from and 
how it is used across all data usage scenarios in the context of a specific AI use case. 
This will cover lineage from the sources, pipelines, transformations and various AI 
models that may have been applied. 

Qualify Use to Meet AI-Expected Confidence Requirements 

As the second gate that AI-ready data must meet, qualifying the use ensures that the data 
continuously meets the requirements, whether it is for training, developing or running a 
model in operations. Use the following parameters to ensure that the data meets expected 
confidence requirements for AI use cases: 

• Validation and verification, which ensures that all data requirements are regularly met 
at development and during operations. 
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• Performance, cost and nonfunctional requirements, which guarantee the data fulfills 
the minimal operational SLAs such as response time, timeliness, high availability, 
disaster recovery or cost as inference is expensive. 

• Versioning, which makes sure every use of the data is versioned, with the possibility of 
reverting back to an older version of the AI-ready data and auditing all data versions. 
Versioning of data pipelines, features and other important bits of the AI system, like the 
models and the code is important because of how often models drift, or pipelines 
break, or how often you need to retrain a model or deploy a slightly different model to a 
different scenario. 

• Continuous regression testing. AI models are complex and can fail in many different 
ways. Teams need to work to come up with a variety of test cases to test these 
systems to detect when things go wrong. For example, identifying possible drift of the 
data as compared to the training data can be an indication that the model needs to be 
retrained. 

• Observability metrics and monitoring provide transparency and support in tracking the 
system’s health. For example, data observability metrics can track timely delivery of 
data, accuracy of the data or cost of operations. Data observability metrics allow teams 
to track the health of the multiple components used to build the AI use case. 

Govern AI-Ready Data in the Context of the Use Case 

Define the ongoing data governance requirements the data must meet in support of the AI 
use case using the below parameters: 

• Data stewardship, which guarantees that the use case has proper policies applied 
across its full life cycle. This is supported by defining and monitoring the required 
observability metrics. Such policy enforcement covers data management as well as 
model access and development. 

• Data and AI standards and regulations. AI standards, such as the AI EU Act, are 
currently being developed. These new regulations will add to existing regulatory and 
compliance requirements (such as the General Data Protection Regulation [GDPR]) on 
data. The overall impact of the various regulations will vary along with the use cases. 

• AI ethics requirements, which forms part of the governance requirements of the use 
case. For example, is it acceptable, even if legally possible, to train models on real 
customer data? 

• Controlled inference and derivation, which is crucial to AI as the output of one model 
can be used as the input to another. Enforcing governance requirements to track 
inference and derivation are important considerations in the context of AI, which is 
often overlooked but constitutes a real risk as it amplifies the black box effect of a 
model. In many AI systems, the solution used is composite AI. Many small models are 
combined to create a large and complex system. These dependencies require tracking 
how all these models are combined and whether the combination is acceptable from a 
data and AI governance perspective. 

• Data bias and fairness, which is an AI-specific challenge as the bias in the data will be 
reflected in the model. For example, training data including only a single gender, may 
lead to biased results when the model processes data with a different gender. Data 
should be governed to proactively anticipate and mitigate data bias, including 
adversarial datasets to test models for bias. 

• Data sharing, which supports the delivery of AI-ready data across a variety of AI use 
cases. Guaranteeing data and metadata is shareable and expands the scope of data 
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that can be used. Data shareability also supports data reuse and learning from other 
uses of the data. This will greatly contribute to accelerating the AI-ready data 
practice. Data sharing will be a strong prerequisite for supporting AI-ready data as all 
enterprise data, and not just data directly managed by the data management team, 
could be used in support of AI use cases. This includes sharing of data and metadata 
from applications, content or model cards. 
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4. Further Reading 
 
The Strategy — Scotland's AI Strategy (scotlandaistrategy.com) 
 
Home - Scottish AI Playbook 
 
A guide to using AI in the public sector 1.7 (publishing.service.gov.uk) 
 
Guidelines for secure AI system development - NCSC.GOV.UK 
 
AI and cyber security: what you need to know - NCSC.GOV.UK 
 
Thinking about the security of AI systems - NCSC.GOV.UK 
 
Principles for security of Machine learning ML - NCSC.GOV.UK 
 
CEO Stance on AI: How Your CEO Is Thinking About AI (gartner.com) 
 
 
  

https://www.scotlandaistrategy.com/the-strategy
https://www.scottishaiplaybook.com/
https://assets.publishing.service.gov.uk/media/60828077d3bf7f013e451bc8/A_guide_to_using_AI_in_the_public_sector__Print_version_.pdf
https://www.ncsc.gov.uk/collection/guidelines-secure-ai-system-development/
https://www.ncsc.gov.uk/guidance/ai-and-cyber-security-what-you-need-to-know
https://www.ncsc.gov.uk/blog-post/thinking-about-security-ai-systems
https://www.ncsc.gov.uk/collection/machine-learning-principles
https://www.gartner.com/en/articles/how-your-ceo-is-thinking-about-ai?source=BLD-200123&amp;utm_medium=social&amp;utm_source=bambu&amp;utm_campaign=SM_GB_YOY_GTR_SOC_BU1_SM-BA-SWG-ART-CF
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5.  Producing an AI Strategy (CoPilot’s opinion) 
 
Asking CoPilot to produce an AI strategy gave the following response. 
 

write a strategy for the introduction and governance of AI technologies in a 
large public sector organisation 

Certainly! Developing a robust strategy for introducing and governing AI 
technologies in a large public sector organization is crucial. Here are some key steps to 
consider: 
1. Assessment and Readiness: 
o Evaluate the organization’s readiness for AI adoption. Assess existing infrastructure, 

data quality, and technical capabilities. 
o Identify areas where AI can add value, such as improving service delivery, enhancing 

decision-making, or optimizing operations. 
2. Stakeholder Engagement: 
o Involve key stakeholders, including senior leadership, IT teams, legal experts, and end-

users. 
o Create a cross-functional AI governance committee to oversee strategy development 

and implementation. 
3. Ethical and Responsible AI: 
o Establish ethical guidelines for AI use. Consider fairness, transparency, privacy, and 

bias mitigation. 
o Ensure compliance with relevant regulations and standards. 
4. Data Management: 
o Develop a data strategy. Address data quality, security, and accessibility. 
o Explore partnerships with other government agencies or private entities to share data. 
5. Capacity Building and Talent: 
o Invest in AI education and training for staff. Build internal expertise. 
o Collaborate with universities and research institutions to foster AI talent. 
6. Pilot Projects and Proof of Concepts: 
o Start with small-scale AI projects to test feasibility and impact. 
o Learn from successes and failures to refine the strategy. 
7. Procurement and Vendor Management: 
o Define criteria for selecting AI vendors. Consider factors like reliability, scalability, and 

cost. 
o Monitor vendor performance and ensure compliance with contractual terms. 
8. Risk Management and Monitoring: 
o Identify risks associated with AI implementation (e.g., bias, security breaches). 
o Implement monitoring mechanisms to track AI performance and address issues 

promptly. 
9. Change Management and Communication: 
o Communicate the AI strategy to all stakeholders. Address concerns and build support. 
o Prepare for organizational changes resulting from AI adoption. 
10. Continuous Learning and Adaptation: 
o AI evolves rapidly. Stay informed about advancements and adjust the strategy 

accordingly. 
o Remember that AI governance should be an ongoing process, adapting to technological 

advancements and organizational needs. 
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