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Executive Summary

The purpose of this report is to present the revised Risk Management Strategy for
consideration and approval.

The Council’'s Risk Management Strategy sets out a clear direction for how the Council will
develop its risk management arrangements to support achievement of the Council’s
objectives and The Plan for North Lanarkshire. The previous version of the Strategy was
approved by the Policy and Strategy Committee in March 2023.

Effective risk management arrangements form an important element of good corporate
governance and are designed to ensure that the Council operates systematic and logical
processes for managing uncertainty within a comprehensive framework, ensuring that
identified risks are managed consistently, effectively, efficiently and coherently across the
Council.

The Audit and Scrutiny Panel has oversight of the Council's risk management
arrangements and receives regular reports on risk management issues and changes to
corporate and service risk registers.

Recommendation
It is recommended that the Policy and Strategy Committee:

(1) Approve the revised Risk Management Strategy (at Appendix 1); and

(2) Endorse the role of the Audit and Scrutiny Panel in providing ongoing elected member
oversight of the Council’s risk management arrangements.

The Plan for North Lanarkshire
Priority All priorities
Ambition statement All ambition statements

Programme of Work  All Programmes of Work
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1.1

1.2

2.1

2.2

2.3

Background

The Council is responsible for the delivery of a wide range of public services and has
set out a range of objectives, priorities and ambitions in The Plan for North Lanarkshire
and the Programme of Work. The Council operates in an increasingly uncertain and
complex environment and faces multiple challenges in delivering against its priorities.
Effective risk management arrangements will ensure that the Council is more likely to
achieve its goals and planned outcomes.

A risk can be anything that may impact on what the Council is trying to achieve. Risk
management is about having formal arrangements and processes in place to identify
what those uncertainties might be, to assess their potential consequences and to
decide how best engage with them.

Report

The Risk Management Strategy is intended to ensure that the Council is risk aware,
rather than risk averse, and that the management of risk is embedded in the Council’s
policies, procedures, culture and practices. It is also designed to ensure that key
decisions are taken with an understanding of risks and their effective control. The
revised Risk Management Strategy is attached at Appendix 1.

The Strategy reflects the Council’s continuing risk management maturity by building on
the work carried out since the previous version was approved in 2023. It outlines the
approach to the identification, assessment and management of risk, and includes
guidance for officers on their roles and responsibilities in relation to risk. The review of
the Strategy has also been informed by informal benchmarking and consultation with
other local authorities through the Association of Local Authority Risk Managers
(ALARM) Scotland group, to ensure consistency of approach and to benefit from
learning opportunities.

The revised Strategy includes three key development initiatives which will further
strengthen the risk management arrangements. These initiatives will be implemented
across the three-year term of the strategy and include:

e Ever-Present Risks — it is recognised that there are some corporate risks that
tend to be static in terms of assessment and have already implemented controls
and actions. We will explore the development of a method of recording and
treating these risks which has a focus on developing enhanced assurance in
relation to the control environment and for ongoing management awareness and
continuous improvement.

e Opportunity Management — opportunities are areas of uncertainty that could
have a positive impact on the achievement of objectives, and promoting the
inclusion of opportunities within risk registers is recognised best practice. When
opportunities are formally captured and managed within risk registers, it can
support informed decision making on whether, and how, to maximise potential
benefits. We will develop our risk register infrastructure to record opportunities
alongside risks.

e Risk Appetite — during the term of this strategy, we will explore emerging
methodologies to further develop our application of risk appetite to enhance our
overall risk management arrangements.
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2.5

Risk registers continue to represent a core element of the Council’s risk management
processes at both corporate and service levels, and the Strategy includes guidance on
how risk registers should be compiled, reviewed and challenged.

Elected member oversight of the Council’s risk management arrangements is
undertaken by the Audit and Scrutiny Panel, who receive details on changes to the
Corporate Risk Register, summaries of Service Risk Registers and updates on all
relevant risk management developments, including progress with the key development
initiatives noted above.

3.1

Measures of success

Effective risk management arrangements increase the likelihood of the Council
achieving its planned outcomes, priorities and ambitions. Internal Audit provides
independent assurance to senior management and the Audit and Scrutiny Panel on the
Council’s risk management arrangements.

Supporting Documentation

Appendix 1 — Risk Management Strategy

Francis Scott
Chief Officer (Audit and Risk)




5. Impacts

5.1 Public Sector Equality Duty and Fairer Scotland Duty
Does the report contain information that has an impact as a result of the Public
Sector Equality Duty and/or Fairer Scotland Duty?
Yes O No
If Yes, please provide a brief summary of the impact?
If Yes, has an assessment been carried out and published on the council’s
website? https://www.northlanarkshire.gov.uk/your-community/equalities/equality-
and-fairer-scotland-duty-impact-assessments
Yes O No (]

5.2 Financial impact
Does the report contain any financial impacts?
Yes U No
If Yes, have all relevant financial impacts been discussed and agreed with
Finance?
Yes O No O
If Yes, please provide a brief summary of the impact?

5.3 HR policy impact
Does the report contain any HR policy or procedure impacts?
Yes U No
If Yes, have all relevant HR impacts been discussed and agreed with People
Resources?
Yes U No O
If Yes, please provide a brief summary of the impact?

54 Legal impact
Does the report contain any legal impacts (such as general legal matters, statutory
considerations (including employment law considerations), or new legislation)?
Yes (] No
If Yes, have all relevant legal impacts been discussed and agreed with Legal and
Democratic?
Yes [ No O
If Yes, please provide a brief summary of the impact?

5.5 Data protection impact
Does the report / project / practice contain or involve the processing of personal
data?
Yes (] No
If Yes, is the processing of this personal data likely to result in a high risk to the
data subject?
Yes U No U]
If Yes, has a Data Protection Impact Assessment (DPIA) been carried out and e-
mailed to dataprotection@northlan.gov.uk
Yes O No [

5.6 Technology / Digital impact

Does the report contain information that has an impact on either technology, digital
transformation, service redesign / business change processes, data management,
or connectivity / broadband / Wi-Fi?

Yes O No

If Yes, please provide a brief summary of the impact?
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Where the impact identifies a requirement for significant technology change, has
an assessment been carried out (or is scheduled to be carried out) by the
Enterprise Architecture Governance Group (EAGG)?

Yes O No O

5.7 Environmental / Carbon impact
Does the report / project / practice contain information that has an impact on any
environmental or carbon matters?
Yes (| No
If Yes, please provide a brief summary of the impact?

5.8 Communications impact
Does the report contain any information that has an impact on the council’s
communications activities?
Yes O No
If Yes, please provide a brief summary of the impact?

59 Risk impact
Is there a risk impact?
Yes No [
If Yes, please provide a brief summary of the key risks and potential impacts,
highlighting where the risk(s) are assessed and recorded (e.g. Corporate or
Service or Project Risk Registers), and how they are managed?
Effective risk management arrangements will enable the Council to manage its
risks more effectively, increasing the likelihood of the Council achieving its plans
and ambitions by minimising or mitigating potential threats to planned outcomes. A
robust Risk Management Strategy lays out the framework and underpins all risk
management activity across the organisation.

510 Armed Forces Covenant Duty
Does the report require to take due regard of the Armed Forces Covenant Duty (i.e.
does it relate to healthcare, housing, or education services for in-Service or ex-
Service personnel, or their families, or widow(er)s)?
Yes (| No
If Yes, please provide a brief summary of the provision which has been made to
ensure there has been appropriate consideration of the particular needs of the
Armed Forces community to make sure that they do not face disadvantage
compared to other citizens in the provision of public services.

5.11 Children’s rights and wellbeing impact

Does the report contain any information regarding any council activity, service
delivery, policy, or plan that has an impact on children and young people up to the
age of 18, or on a specific group of these?

Yes (| No

If Yes, please provide a brief summary of the impact and the provision that has
been made to ensure there has been appropriate consideration of the relevant
Articles from the United Nations Convention on the Rights of the Child (UNCRC).

If Yes, has a Children’s Rights and Wellbeing Impact Assessment (CRWIA) been
carried out?

Yes O No O
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Foreworo

The Council is ambitious in its vision for North Lanarkshire. We are equally ambitious in
developing our risk management arrangements in line with best practice to ensure they

support delivery of our ambition for North Lanarkshire to be the place to Live, Learn, Work,

Invest and Visit.

The Council operates in a complex environment
and faces multiple challenges in delivering against
its priorities. Effective and efficient risk management
arrangements will enable us to engage with
uncertainty in a manner that directly supports
delivery.

This strategy sets out a clear direction for how we

will develop our risk management arrangements to
support quality public services and delivery of The

Plan for North Lanarkshire.

[t provides our high level ambitions for enhancing
risk management capability, building on our existing
framework with three key initiatives. These are,
exploring an alternative approach to engaging with
“ever-present risks”, expanding our risk registers to
record opportunities and developing our practices in
relation to risk appetite.

By implementing these initiatives and developing
the operational guidance that supplements this
strategy, we believe that effective risk management
will continue to play a significant part in helping the
Council deliver our ambitions and making North
Lanarkshire the place to Live, Learn, Work, Invest
and Visit.

Councillor Jim Logue
Leader North Lanarkshire Council

Des Murray
Chief Executive
North Lanarkshire Council
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1.1 The purpose of this Strategy is to set out the
Council’s vision for risk management and to
provide a framework to ensure that across
the organisation, we manage risk in a manner
consistent with good practice. The Strategy
provides a supporting framework to ensure the
key elements of risk management processes
are in place, enabling risks to be dealt with
and managed at the appropriate level of the
organisation.

1.2 This Strategy is designed to provide the
information and guidance necessary to assist
the organisation in identifying, evaluating,
managing, and monitoring risks that might
impact on achievement of the Council’s plans,
ambitions and objectives and the delivery of
quality public services.

1.3 The Strategy has been developed in
accordance with the CIPFA/SOLACE local
code of corporate governance, “Delivering
Good Governance in Local Government”
and the Audit Scotland, “Best Value tool kit:
Risk Management” which recognises risk
management as an integral part of good
corporate governance, and in accordance with
the International Risk Management Standard
ISO31000 (2018) “Risk Management —
Guidelines”.

Ntroduction

1.4 Risk Management Standard: ISO 31000
describes risk management as ‘the
coordinated activities to direct and control an
organisation with regard to risk’. It covers the
processes involved in identifying, assessing,
and prioritising risks, assigning ownership,
taking proportionate management action, and
monitoring and reviewing progress.

1.5 We will continue to embed risk management
in the way we do business, the way we
make decisions, and in our relationships with
partners and suppliers.

1.6 For the purposes of this Strategy, it is useful to
refer to how “risk” is defined in the International
Risk Management Standard. ISO 31000
defines risk as “the effect of uncertainty on
objectives”.

Risk can therefore be characterised as an
event or set of events, which should it occur,
will have an impact on the achievement of
objectives. In other words, risk is “uncertainty
that matters”. Risk is measured by the
combination of the “likelihood” of the event
occurring, and the “impact” on objectives if it
does. The impact can be negative or positive.

° Risks can either be threats or opportunities.
Threats could have a potential negative effect
on objectives, while opportunities could
have a potential positive effect on objectives.
During this strategy period, we are committed
to evolving our approach to incorporate
the identification and management of
opportunities.

e Anlssue can be described as a live event or
one that we know is certain to occur. An issue
may have arisen because a risk has not been
identified or has been identified but has not
been managed effectively, or circumstances
have changed to make a risk become an
issue.

Key Benefits of Effective Risk Management

Enables and evidences robust and defensible, best value
decision making, demonstrating openness, accountability and
good governance.

Decision making is risk aware rather than risk averse, enabling
acceptance of certain risks to achieve particular goals.

Enables better use and prioritisation of Council resources to
achieve corporate priorities and enhance service delivery.

Reduces adverse events, and enables effective and more
proactive management of those that occur, reducing time
spent “fire-fighting”.

Enables identification and maximisation of opportunities and
encourages innovation.

Positively contributes to the Council’s reputation as an
employer and service provider.

Provides protection to all stakeholders.
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2.1

2.2

—mbbeading

Enterprise Risk Management is a holistic o
approach which recognises the link between
uncertainty at different levels and areas of
activity of the organisation, including those
arising from relationships and contracts

with other parties outwith the Council. This
Strategy applies to the management of
uncertainty across all areas of activity of the
Council and incorporates both a “top down”
and “bottom up” approach.

Embedding risk management within the
Council will be achieved through application of
the risk management process, and using risk
registers as a management tool to record and
manage uncertainties that matter. This process
will be applied at all levels of the Council and in
our dealings with third parties and partners.

Corporate Risks are those which could
impact the Council in achieving its Priorities
and objectives. These are strategic in nature
and require corporate oversight or are cross-
cutting across many services. The Corporate
Risk Register (CRR) may also include
significant Service level risks which have been
escalated for attention at a strategic level.

Service/Team Risks are those risks which
could impact upon a Service or Team in
achieving its objectives. Team risks may be
escalated to Service level as determined by
application of the Risk Management process,
with service risk registers reflecting an
amalgamated position of risks from different
teams within a service. Service risks which are
deemed to be significant may be escalated
to the CRR in accordance with the Risk
Management process.

RIsk Management

At a programme level the Programme
Uncertainty Level Status Evaluation

(PULSE) process seeks to identify elements

of uncertainty in programme delivery,
interdependencies between project activities
within programmes of work and help to inform
strategic decision making. More information on
the PULSE process is available in programme
governance board documentation and
guidance.

The council’s Project Risk Management
approach and methodology is designed to
identify and manage those risks and issues
which could threaten delivery of the project,
or compromise cost, quality or timescales.
Key responsibilities with regard to risk

are specifically laid down in the Project
Management framework.
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3

_isk Management Application

By applying the Risk Management process we develop a better understanding of
uncertainties that matter. This informs our decisions on how best to engage with those
uncertainties and enables a culture that is risk aware rather than risk averse.

3.1

Risk Management is a cyclical process and
will be applied across the organisation in
line with this framework. We operate in an
increasingly Volatile, Uncertain, Complex
and Ambiguous (VUCA) environment and so
exploring uncertainty that could impact on
the achievement of objectives is especially
important.

When delivering transformational change;

At the beginning of and during the lifecycle of
projects;

When entering into partnership working;
During budget setting exercises;

During service review and/or structure
changes;

As part of procurement exercises;
Following political change;

As part of strategic and service planning and
decision-making processes.

Following a change in the regulatory
environment. For example, during the period
of this strategy we will need to assess our

control environment for Fraud Risk in line with
the requirements of the Economic Crime and
Corporate Transparency Act 2023 (ECCTA).

Risk Management and the
Strategic Planning Process

3.2 Our aspiration is for the Council’s risk

management processes and activities to
further develop the symbiotic relationship with
Strategic and Service Planning activities, taking
into account ‘The Plan for North Lanarkshire’
and associated Programmes of Work, as

well as individual Service Plans. The following
outlines how this will be achieved:

The ongoing consideration of horizon
scanning activity and materials to identify
areas of uncertainty that may affect the
delivery of objectives at each level of the
organisation. This will be supplemented by
an annual exercise incorporating relevant risk
survey publications as a means of exploring
uncertainty in the external environment facing
the Council, as well as consideration of other
similar authorities’ corporate risk registers;

At a strategic level, the Corporate Management
Team will regularly consider the CRR to ensure
coverage and appropriate treatment of key
areas of uncertainty;

Regular consideration of any Service risks
proposed for escalation to the corporate
register and any common themes arising from
across service registers;

At service level, service risk register reports
should be considered by Service Management
Teams quarterly to ensure continued relevance
to service activities, and be updated following
service planning activity;

Service Register Reviews should also be
informed by any changes to the CRR to ensure
that any key corporate risks that may impact
the service are adequately considered and
reflected;

New risks can and should be added at any
point where they are identified outwith the
formal review process;

This approach ensures that the risk
management process is both ‘top down’
and ‘bottom up’
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4.1

4.2

—ISK

Risk Registers are a management tool used to
capture and maintain information on key areas
of uncertainty that relate to achievement of
objectives, in a consistent and comprehensive
format. The detail contained in a risk register,
including results of analysis and evaluation,
will enable Teams, Services and ultimately the
Corporate Management Team to compare
evaluations, and assess and understand the
organisation’s exposure to risk. Registers

will be used for the ongoing management of
uncertainty including capturing assessment
details, relevant controls and actions, and be
used to inform decision making.

Risk registers will be recorded and maintained
in the Council’s Risk Management Information
System. This system shall be configured

to reflect the organisational structure of the
Council, its Services and Teams. Visualisation
of this information will provide ease of analysis
and the production of Risk Management
information to aid decision making. The
detailed Risk Management guidance which
supports this Strategy contains documentation
to enable Teams to capture information on
uncertainties for this purpose.

Reqgisters

4.3 Enterprise Risk Management means that
registers are maintained at each level of the
organisation, with the flexibility to escalate and
de-escalate risks between levels.

4.4 The levels are:

Risk Register Levels

Corporate Risk Register (CRR)

Corporate risks are owned and overseen by the Corporate Management Team, and will be
monitored and reviewed by relevant Corporate Working Groups and/or Service Management
Teams on behalf of CMT. Progress on the management of these risks will be regularly reported
to the Corporate Management Team and the Audit & Scrutiny Panel as required. The Corporate
Register will be subject to ongoing review.

Service Risk Registers

Service Risk registers will be maintained by each Service and will be considered at least once
every 3 months to ensure that they continue to reflect the risk profile of the service and that
matters are proposed for escalation where appropriate.

Service risk registers should be a reflection of Team registers, and include relevant partnership
and project risks. Detailed project risks and issues will be recorded within project management
documentation.

Project Risk Registers

Project Risks should be captured and managed within project risk registers (within Project
Management documentation - not within the Risk Management Information System. We will
explore opportunities for centralising Project Risk Registers during the term of this Strategy) in
accordance with the Council’s Project Risk Management process which is embedded within
the Council’s approved Project Management Framework. The project risk management process
should be followed for all projects, as the risks that can hamper project success or cause
adverse impacts on the council, can happen in any project irrespective of the size or spend

of the project. Risks relating to the successful implementation of key projects of corporate
significance will be considered for inclusion within the CRR. Following project implementation
however, there may be residual operational risks which require to be included in the service risk
register of the relevant service
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5 Risk Management Governance,
| eadership and Accountabilities

Everyone in the Council has a role to play in managing risk and should be aware of their
responsibilities. The following clearly sets out the roles and responsibilities for all, split by
formalised groups and individuals.

5.1 Roles and responsibilities - Groups

Policy and Strategy Committee e Approve the Risk Management Strategy and governance framework and ensure that there is an appropriate review cycle for the strategy;
e Support management in the use of risk management as an integral part of business practice;
e Consider periodic reports from the Audit and Scrutiny Panel on overall performance of the Council’s Risk Management and Governance arrangements.

Audit and Scrutiny Panel e Review and provide independent assurance on the adequacy and effectiveness of the Council’s risk management framework;

e Monitor the effective development and operation of risk management arrangements in the Council, including monitoring progress in addressing risk related
issues reported to the Panel.

Corporate Management Team (CMT) | Managing the Risk Management Framework:

e Provide high level commitment to supporting, promoting and encouraging good risk management practice throughout the organisation, including
appropriate training, and developing a culture that seeks to be risk aware;

e Ensure that responsibility for risk management is assigned to an appropriate Chief Officer to oversee corporate risk management arrangements on behalf of
the Chief Executive;

e Ensure that there is adequate risk management resource to support the organisation in delivering effective risk management;
e Ensures that key strategic decisions are undertaken with an understanding of the risks and associated controls either already in place or planned;
* Receive reports that enable monitoring of delivery of the Risk Management Strategy.
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5.1 Roles and responsibilities - Groups

Corporate Management Team (CMT)

Managing Risk:
Own and oversee the CRR, which captures significant Key Corporate Risks;

Ensure the identification, analysis, evaluation and ongoing management of Corporate Risks and that identification of these risks takes into consideration the
changing internal and external context in which the Council operates;

Receive regular reports on how corporate risks are being managed;
Ensure that an appropriate member of the CMT is identified as the owner of corporate risks;

On an ongoing basis, monitor and review the CRR, including progress on planned control actions, and consider reports from the Risk Management
Corporate Working Group on risk management matters;

Be proactive in identifying potential new and emerging uncertainty in relation to organisational objectives;

Ensure that lessons are learnt from incidents, inspections, audits and self-assessments, and that these are considered and reflected where appropriate in
the Council’s risk registers.

Business Management Team (BMT)

To consider risk management outputs going to Committee and/or the Audit and Scrutiny Panel ensuring that adequate assurance exists on the effective
operation of the Council’s risk management arrangements.

Service Management Teams

To regularly review and monitor service risk registers, ensuring that registers are complete and up to date, that new and emerging risks are identified
assessed and managed effectively, and that service risk registers are used to support management discussions and inform decision-making.
Specifically, this includes:

e Ensuring that risk management is integrated into service management arrangements including planning, performance management, project
management and change initiatives;

e Actively promoting risk awareness, ensuring that existing and emerging risks are understood and managed effectively within Services;
e Ensuring that appropriate Risk Management training is undertaken within each Service area;

e Ensuring that there is adequate resource to support risk management within each Service;

* Proactively identifying potential new and emerging uncertainty in relation to organisational objectives;

e Ensuring that lessons are learnt from incidents, inspections, audits and self-assessments, and that these are considered and reflected where
appropriate in risk registers;

e Managing risks on a day-to-day basis, using Service and Project risk registers to monitor risks, plan services and support decision making, ensuring
appropriate actions are undertaken on a timely basis;

e Consider whether any high-level service risks may require escalation to the CRR.

Risk Management Corporate
Working Group (RMCWG)

Support CMT in the co-ordination of activities and resources across the Council in order to implement the Risk Management Strategy and embed and
promote good risk management practice;

Promote the integration of risk management into Service management arrangements including planning, performance management, project management
and change initiatives;

On an ongoing basis, identify and review training requirements to ensure good risk management knowledge and awareness across the Council;

Provide a forum for the sharing of good risk management practice, and share information in respect of existing, new and emerging risks;

Provide risk management support and advice across the organisation;

Be the mechanism for movement of risks between Corporate and Service Risk Registers through Service Risk Champions and the Corporate Risk Team.
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5.1 Roles and responsibilities - Groups

Service Risk Forums e Support Service Management Teams in the co-ordination of activities and resources across the Service in order to implement the Risk Management
Strategy and embed and promote good risk management practice;

e Provide regular reports to Service Management Teams on the management of Service risks and more generally on progress in embedding risk
management arrangements within Services;

e Promote the integration of risk management into Service management arrangements including planning, performance management, project management
and change initiatives;

¢ On an ongoing basis, identify and review training requirements to ensure good risk management knowledge and awareness across the Service;
e Provide a forum for the sharing of good risk management practice, and share information in respect of existing, new and emerging risks;

e Provide risk management support and advice across the Service;

e Be the mechanism for movement of risks between Teams/Services and the Corporate Risk Register.

Corporate Working Groups e On behalf of CMT, and in conjunction with Risk Leads, key Corporate Working Groups/Management Teams may be tasked with the assessment,
monitoring and oversight of those risks on the CRR which link to the work of that group;

e Review lessons learnt from any relevant incidents and losses, inspections, audits and self-assessments related to those risks, and reflect and consider the
Council’s management arrangements in respect of them.

5.2 Roles and responsibilities - Individuals

Elected Members Risk management is an important and integral part of the Council’s governance arrangements and is crucial to the achievement of outcomes. A significant
aspect of an Elected Member’s role is in making decisions for the Council and the people of North Lanarkshire. The CIPFA/SOLACE Guidance “Delivering
Good Governance in Local Government” makes explicit the decision-making role of Elected Members, and the need to ensure that risk information contributes
to the decision making process.

Elected Members need to be satisfied, when considering recommendations from officers, that risk has been considered and addressed as part of relevant
decision-making activities. Members also need to ensure that the Council’s Risk Management Strategy and policies are suitably aligned with and support the
delivery of objectives.

In discharging these responsibilities Elected Members will:

e Require Officers to develop and implement an effective framework for risk management, and to receive reports on the management of significant risks on a
regular basis;

e Expect Officers to ensure that committee reports describe significant risks associated with proposals, and detail how these risks will be managed;
e Ensure that risk management arrangements are evaluated and monitored on a regular basis.

Chief Executive Supported by the Chief Officer (Audit & Risk), the Chief Executive will:

e Have overall responsibility for the Council’s Risk Management framework;

e Champion risk management at senior level, ensuring that effective arrangements and resources are in place to manage risk;
e Be accountable for the management of risk within the Chief Executive’s Service;

e Nominate and support a Service Risk Champion, who will co-ordinate risk management activities within the Service;

e Promote risk management awareness and practice within their area of responsibility;

e Ensure that risk management is integrated into Service planning, performance management and project management arrangements, and is a regular item
on the agenda of the Chief Executive’s SMT meetings;

e Ensure risks are appropriately managed, monitored, reported, reviewed and escalated where necessary, and that appropriate action to manage risks is
undertaken on a timely basis by control and/or action owners.
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5.2 Roles and responsibilities - Individuals

Depute Chief Executive

e Accountable for the management of risk within the Services which they oversee as part of their role as Depute Chief Executive;

e Nominate and support a Service Risk Champion(s), who will co-ordinate risk management activities within their Service(s);

* Promote risk management awareness and practice within their area of responsibility;

e Ensure that risk management is integrated into Service planning, performance management and project management arrangements, and is a regular item
on the agenda of management meetings;

e Ensure their risks are appropriately managed, monitored, reported, reviewed and escalated where necessary, and that appropriate action to manage risks
is undertaken on a timely basis by control and/or action owners.

Chief Officer (Audit & Risk)

e Accountable to the Chief Executive, and has delegated responsibility for overseeing the Risk Management framework and the Council’s Risk Management
function;

e Provide regular reports to BMT/CMT and the Audit & Scrutiny Panel on the management of Corporate Risks and more generally on operational
performance and progress in embedding the Council’s risk management arrangements.

Corporate Risk Team (Corporate
Risk Manager and Corporate Risk
Officer)

e Co-ordination and continuous development of risk management arrangements across the organisation liaising with CMT and Services on their
implementation;

e Provide support and guidance to the organisation on the management of risk;

¢ Provide a range of risk management training opportunities to maintain role appropriate knowledge and awareness of risk management across the
organisation;

e Oversee the development, use and maintenance of the Risk Management Information System to support management of the Council’s risk registers;
e Support CMT in the ongoing management of the CRR;

e Monitor progress of Services in their implementation of the Risk Management Strategy;

e Support the Chief Officer (Audit & Risk) in meeting risk reporting requirements;

e Provide project risk management support where required for key projects including facilitation of risk workshops etc.

Chief Officers

¢ Accountable for the management of risk within their area of responsibility;

e Responsible for identifying and analysing potential compliance risks for their service area including for example, Fraud risks, Health & Safety, Procurement
etc;

e Nominate and support a Risk Facilitator who will liaise with Service Risk Champions to co-ordinate risk management activity across their Teams;
e Ensure that employees are familiar, as appropriate, with the Risk Management Strategy, guidance and controls relevant to their specific duties;
e Ensure that training needs are assessed and met in respect of risk management skills.

Managers

e Promote risk management awareness and practice within their area of responsibility;

e Ensure that risk management is integrated into Service planning, performance management and project management arrangements, and is a regular item
on the agenda of management meetings;

e Ensure their risks are appropriately managed, monitored, reported, reviewed and escalated where necessary, and that appropriate action to manage risks
is undertaken on a timely basis by control and/or action owners.

Risk Leads/Owners

Those who through the risk management process are identified as having ownership of risks;
¢ Responsible for leading on the ongoing management and monitoring of a particular risk assigned to them.

Control Owners

Those who through the risk management process, are identified as having ownership of either current or planned controls;

¢ Responsible for ensuring that controls are managed and maintained, and that any changes to controls are notified to risk owners so that risks may be
reviewed accordingly.

Action Owners

Those who through the risk management process, are identified as having ownership of those actions deemed necessary to either prevent or mitigate risks;
e Responsible for ensuring that risk improvement actions assigned to them are progressed to satisfactory completion.
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5.2 Roles and responsibilities - Individuals

Risk Champions

Acting as the point of contact for risk management matters within their Service, the Risk Champion will be responsible for providing assurance to the Depute
Chief Executive / Chief Executive / Chief Officer on whether risk management arrangements are in place and operating effectively in accordance with the Risk
Management Strategy. This will be achieved by:

e Participating in the work of the Risk Management Corporate Working Group;

e Promoting risk awareness across their Service, including contributing to identification of relevant training needs and monitoring of the completion of the
same;

e Directing risk management discussions at Management Team meetings, ensuring that “Risk” remains a regular item on the agenda;
e Guiding, liaising with and supporting Risk Facilitators in Teams through the Service Risk Forum;

e Supporting their Service Management Team in the ongoing development and management of Service Risk Registers;

e Escalating risks to the Depute Chief Executive / Chief Executive / Chief Officer where immediate attention is required;

e Providing project risk management support where required for key projects including facilitation of risk workshops etc;

e Monitoring service compliance with the requirements of the Risk Management Strategy, process and procedures;

e Engaging in appropriate risk management training to maintain skills and knowledge.

Risk Facilitators

Acting as the point of contact for risk matters within their Team, Risk Facilitators will be responsible for providing assurance to their Chief Officer on whether
risk management arrangements are in place and operating effectively in accordance with the Risk Management Strategy. This will be achieved by:

e Liaising with Risk Champions to maintain a co-ordinated approach including through the service risk forum;

e Promoting risk awareness across their service area, including contributing to identification of relevant training needs and monitoring completion of the
same;

e Supporting their Management Teams in the ongoing development and management of Team Risk Registers;

e Directing risk management discussions at meetings, ensuring that “Risk” remains a regular item on the agenda;

e Escalating risk issues to the Chief Officer of the Service and Risk Champion where immediate attention is required;
e Engaging in appropriate risk management training to maintain skills and knowledge.

Project Managers/Project Boards
etc

Those involved in delivery of projects for the organisation have specific responsibilities for managing risks and issues within the Project Management
process, which could threaten delivery of the project, or compromise cost, quality or timescales. Key responsibilities are specifically laid down in the Project
Management framework.

Internal Audit

Provide independent review, and report on adequacy of the Council’s risk management arrangements and the effectiveness of implementation of the Risk
Management Strategy at all levels.

Insurance & Risk Team

e Put in place and maintain appropriate risk financing arrangements to mitigate against unacceptable financial loss from insured risks, in line with the
Council’s risk retention appetite;

e Handle in-house all liability and property damage claims within parameters agreed with the Council’s insurance/risk partners;
e Feedback to Services and the RMCWG statistics and loss information that will enable Services to target areas for improved risk control and loss prevention;
e Assist Services on control of insurable risks and the improvement of operational risk controls.

Employees

e Maintain awareness of the Council’s Risk Management Strategy and processes through completing appropriate mandatory Risk Management training;
e Be aware of and contribute to the effective identification and management of risks relevant to their own role and that of their team.
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o The Three Lines Model

The Council operates on the principles of the ‘Three Lines’ model, an internationally
recognised framework for managing risk, which provides structure and helps demonstrate
key roles and responsibilities within that framework and how these link together to deliver
robust risk management.

6.1

Figure 1 below illustrates how responsibility
for managing risk gets proportionately less as
we move down the three lines, with the most
significant level of ownership and responsibility
for managing risks resting within the first line at
the top of the triangle, front line services.

1st Line lies with front line/operational
management who maintain ownership,
responsibility, and accountability for directly
identifying, assessing, controlling and
mitigating risks.

2nd Line includes those areas that provide the
tools and framework to allow the first line to
fulfil its role. Includes areas like the Corporate
Risk Team, Legal, Democratic & Strategy,
Finance & Technology, Health & Safety etc.
Second line functions facilitate and monitor the
implementation of effective risk management
by the first line, including providing key risk
controls, guidance, support, training and
advice.

3rd Line provides independent assurance
and includes areas that check activities and
arrangements at second and first lines to
ensure they are fit for purpose and are being
complied with. For example, the Internal
Audit function provides assurance to Audit
& Scrutiny Panel and senior management
about how well the first and second lines are
identifying and managing risks, and around
implementation and effectiveness of risk
controls.
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North Lanarkshire Council’s Three Lines Model

Figure 1 - Three lines model

2nd Line

Services

Operational Procedures, Managing Risk,
Control Activity, Projects, Self-Evaluation

Oversight/Enabling/Control Functions

Corporate Risk Team, Legal, Democratic & Strategy,
Finance & Technology, Health & Safety etc (Framework,
Guide, Consult, Train, Advise, Support)
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Risk Management Structure

7

The following diagram shows the structure of risk

management activity in North Lanarkshire Council. Audit and Scrutiny Panel

Primary responsibility for co-ordination of risk
management activities lies with the Corporate Risk
Team through the Risk Management Corporate
Working Group. Service Risk Champions will be
responsible for facilitating and supporting the
implementation of risk management within their
service activities through their Service risk forums,
and reporting progress and risk management
information to their own Service Management

Teams.

Risk Champions

Operational
Management

Employees

Corporate
Management Team

Chief Officer
(Audit & Risk)

Corporate Risk Team

Service risk forums
(1/4ly following RMCWG)

Service
Management Teams

Policy and Strategy
Committee

RMCWG (8 weekly)

Service Committees

Figure 2 - Risk Management Structure
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3

8.1

8.2

8.3

Effective Risk Management is about developing 8.4 Risk management should not be done in

the right culture, processes and structures

in our organisation and directing them in a
co-ordinated way to manage risk, facilitate
continuous improvement and enhance service
delivery.

Risk Management is about being proactive in
understanding uncertainties that can impact
on achievement of our goals. It is a continually
evolving process which helps us to learn

and build upon good practice, ensuring that
we manage uncertainty in a proactive way,
contributing to successful delivery of services
and Corporate Priorities.

Embedding Risk Management throughout

the organisation will be achieved by the
consistent application of the risk management
process shown in Figure 3, across all Services
and business activities. This will enable the
organisation to manage and monitor risks at
the most appropriate level, ensuring that the
right oversight is in place, and that we respond
to risk in a consistent and proportionate
manner.

isolation, but requires to be considered by
Services, Teams, Programme and Project
Teams as a routine part of Corporate, Service,
Operational, Programme and Project planning.
This means that assessing risk becomes an
integral part of our working practices as well as
a feature of how we approach development of
new policies or business change initiatives.

Scope, Context,
Criteria

Risk Assessment

Risk Identification
Risk Analysis

Risk Evaluation

Risk Treatment
Recording and Reporting

Monitoring and Review

Communication and Consultation

Figure 3 - Risk Management Process

~iIsk Management Methodology

8.5 A methodology for managing risk across

the organisation has been established and

will be consistently applied at all levels. The
approach has been developed in accordance
with the International Risk Management
Standard 1ISO31000:2018 “Risk Management —
Guidelines” as illustrated in Figure 3.

Full details of the Risk Management
methodology to be followed are contained
in the Risk Management guidance that
accompanies this strategy.
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9

9.1

9.2

9.3

—ISK

Different levels of the organisation require
different information from the Risk
Management process. For example, CMT
should know about the most significant
Corporate Risks facing the Council and how
these risks are being managed. Service
Management Teams require to be aware of the
risks which fall into their area of responsibility
which may impact on the services provided
by them, and on their ability to achieve their
objectives. Teams need to be aware of and
take appropriate action on the risks that face
the Team.

Risks identified and their control status should

be formally reported to the appropriate level

of management and stakeholders on a regular

and timely basis to ensure that they receive the
appropriate level of management attention.

To allow for the effective monitoring of risks, a
Risk Owner should be identified for each risk.
This person is responsible for ensuring that
plans are in place for reviewing and reporting
progress on the management of that risk and
associated actions. The Risk Owner will be a
named individual.

—~eporting,

9.4

9.5

9.6

9.7

The CRR will be presented to the Audit and
Scrutiny Panel on a quarterly basis. This will
reflect exceptional changes to the register that
occur in the reporting period. For example,
new additions, deletion or changes to the
assessment.

Risk Management reports will also be
presented to Service Management Teams on
a quarterly basis to enable them to monitor
and review key service risks, as well as

have oversight of service risk management
arrangements.

Oversight of risk registers is an essential part of
the risk management process, to ensure that
registers reflect the organisation’s risk profile.

It will identify any anomalies for example where
risk or control review is due. Having the correct
oversight and challenge will mean that we
maximise the benefit of the risk register as

a management tool and have accurate risk
management information to inform decision
making.

As part of risk register monitoring,
management should consider the effectiveness
of risk controls and actions and how these

are reflected in risk ratings. Management
should also consider any new risks which have
emerged and reflect on any risks closed in the
reporting period.

Review & Challenge

Where a risk is reviewed by the Service and

felt to have either corporate relevance or its
significance has escalated to be of corporate
interest, this should be raised through the Risk
Management Corporate Working Group or with
the Business Management Team for inclusion
as a Corporate Risk.

The Council’s Internal Audit Team will
undertake regular audits of the Council’s

risk management arrangements as part of
the annual Internal Audit plan. The Council’s
external auditors may also periodically review
the risk management processes put in place
by the Council as part of their review of

the Council’s wider corporate governance
arrangements.
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More detail surrounding risk tolerance and
expected responses is contained within
the Risk Management Guidance which

Risk Management Monitoring Risk Tolerance

9.10 Risk Management activity across services will 9.11 North Lanarkshire Council seeks to be risk

be monitored through the RMCWG in order to
provide targeted support to enable services
to maximise the benefit of risk management
as a management tool. An agreed monitoring
approach will be used by the corporate

risk team and members of the risk network
on a 6 monthly basis to identify areas for
improvement. A summary of the results will
be utilised to provide high level management
information and inform reporting to SMTs,
BMT, CMT and Audit & Scrutiny Panel.

aware not risk averse, which means that we
will accept a tolerable level of risk that provides
a balanced organisational risk profile. The
expected responses to the varying levels of
risk are detailed in the accompanying risk
guidance.

It is recognised that in certain circumstances
there will be certain risks which the council

has little direct control or influence or where
incidents or errors may occur despite robust
controls being in place. In such circumstances
the risk management process should ensure
appropriate governance and oversight of these
risks through frequent monitoring and review of
the risk and control arrangements, to provide
assurance over the management of these high
risks.

accompanies this strategy.

9.12 Risk appetite is an expression of how much

uncertainty an organisation is willing to invite
into its processes in pursuit of objectives.
Having an established risk appetite framework
can encourage consistency when making risk
informed decisions. North Lanarkshire Council
will seek to develop its approach to risk
appetite throughout the period of this Strategy.
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10 Training and Development

10.1 We need our workforce to have an awareness ~ 10.2 The Risk Management Corporate Working 10.3 Risk Management Training and Awareness

of Enterprise Risk Management. We will ensure Group will continuously identify and review materials are referenced within the Risk

that colleagues with a more detailed role in risk management training needs across the Management guidance which accompanies

facilitating the risk management process have organisation. The Corporate Risk Team will this strategy. This may range from those

the skills and competence appropriate to their provide training and learning opportunities who require a general awareness, to Elected

role. for Elected Members and Officers, which are Members and Senior Managers with more
appropriate and proportionate to roles and strategic decision-making responsibilities, and
responsibilities. those employees who have a more specific

role in the Risk Management process.

‘ “ 0
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11 Key Initiatives for Development in 2026-2029

Ever Present Risk Opportunity Management Risk Appetite

11.1 It is recognised that there are some Corporate  11.2 Recognised best practice and publications 11.3 In preparing this iteration of our strategy
Risks that due to their ever present nature, promote the practice of capturing opportunities we have recorded explicit reference to the
will always command the attention of Senior within risk registers. Opportunities are areas definitions of risk tolerance and risk appetite
Management. Where captured on risk registers of uncertainty that could have a positive in line with industry standard. During the
these ubiquitous risks tend to be static in impact on the achievement of objectives. term of this strategy we will explore emerging
terms of assessment and have a series of When opportunities are formally captured and methodologies and develop our application
implemented controls; controls which are in managed within risk registers, it can support of risk appetite to enhance our overall risk
the main managed by second line functions informed decision making on whether, and management arrangements.
and must have cross organisational awareness how, to maximise their potential benefits. We . L s

. . . . . . . The timelines for delivering these initiatives are
and adherence in order to remain effective. will develop our risk register infrastructure to . -
_ N o illustrated in Figure 4.

The key aspects of the control environment record opportunities alongside risks.

of these risks often feature in Internal Audit
assignments. Throughout the term of this
Strategy, we will explore the development of a
method of recording and treating these risks

which has a focus on developing enhanced Ever Present
assurance in relation to the control environment Risks
of these risks and for ongoing management
awareness and continuous improvement.
Initiatives Opportunity Managemen
Rk Apptite
Year 1 (2026-2027) | Year 2 (2027-2028) Year 3 (2028-2029)

Figure 4
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Risk Management Methodology

The process adopted by the Council for managing
risk is summarised below.

Scope, Context,
Criteria

Risk Assessment

Risk Identification
Risk Analysis

Risk Evaluation

Monitoring and Review
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Risk Treatment

Recording and Reporting

Figure 5 - Risk Management Process

Step 1. Establish the Context

The first step in the risk management process is
to understand and define the planned objectives,
outcomes and targets of the Service, Team or
Project. This will include scope, stakeholders, the
environment in which we operate, and any internal
and external factors. This is important since the
context from a corporate or strategic perspective
may be very different from an operational
perspective.

Step 2. Risk Assessment

This is the process where we identify key risks and
consider the likelihood and impact of these on
achievement of objectives, outcomes and targets.
Risk assessment comprises the following three key
elements:

° Risk Identification
. Risk Analysis

° Risk Evaluation

Risk ldentification

This is the systematic use of information from

the “Establishing the context” stage to identify

and describe risks. When identifying risks, there

are 6 risk categories that should be considered:
Strategic, Financial, Operational, Human Resources,
Legislative & Regulatory and Information Technology.
Detailed information on each risk category, including
their subcategories, can be found later in this
guidance document.

The risk identification process should, where
possible, involve relevant subject matter experts
who have knowledge or experience of the activity
or matter under consideration. Risks should be
described in three parts, covering:

° The risk event i.e. “there is a risk

Each risk should be considered in the context of,
and aligned to the Council’s corporate priorities, and
those activities that contribute to their achievement.

To ensure appropriate ownership of risk, each risk
should be assigned to a “Risk Owner”. This is the
person who, through the risk management process,
is identified as being the most appropriate Officer
to lead on the management and oversight of a
particular risk.
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Risk Analysis

This stage determines the significance of a risk and
its priority relative to others through risk analysis.

We estimate the risk’s likelihood and multiply it by

its potential impact using the Council’s Likelihood
and Impact Descriptors and Risk Matrix. These tools
ensure a consistent approach to risk measurement
across the organisation. The combined score
produces a risk rating, calculated in two stages:

° Inherent risk rating is calculated first and is
done as if there were no controls in place to
manage the risk.

e  Existing controls — we then need to consider
what controls are already in place to manage
the risk. Controls can be policies, procedures,
training or other management arrangements
designed to manage risk by either reducing the
likelihood of the risk occurring, and/or reducing
the impact if it does occur.

o Residual risk rating is then calculated after
consideration of the effectiveness of existing
controls.

The residual risk rating will then dictate whether
further actions are required to reduce the risk further.

This analysis of risk produces a risk rating as
follows:

Risk Ratings

Insignificant‘ Low ‘Medium

High

Very High

Risk Evaluation

Compares the scores of all of the analysed risks

in order to make decisions about their significance
in relation to our priorities, objectives, and targets.
This produces a “Risk Profile” which enables us to
prioritise the risks and decide whether further action
is required, with higher rated risks being given more
focus.

Risk Response/Treatment

Involves responding to identified and evaluated risks
in a way that is proportionate to the level of risk. This
means identifying what, if any, additional actions

and controls are required to manage the risk further.
Risks may be responded to by means of the 4 “T” s:

e  Terminate — Avoid or eliminate the risk
exposure or activity giving rise to the risk, then
it no longer presents a risk to manage.

e  Treat - implement cost effective actions to
modify the risk to a more tolerable level.

o Transfer — transfer all or part of the risk to
a third party i.e. through contract terms,
insurance etc.

e  Tolerate — an informed decision to accept the
likelihood and the impact of a particular risk
rather than trying to mitigate it further.

This guidance applies to our current process for
identifying and managing threats. While threats
remain a key focus, it is equally important to
consider opportunities when assessing uncertainty
and its potential impact on our objectives.

During this strategy period, we are committed to
enhancing our approach to include the identification
and management of opportunities. Additional
guidance will be provided as this evolves.

If you identify an opportunity and require support,
please contact the Corporate Risk Team, who can
provide tools and assistance to help you develop
and manage opportunity related risks effectively.
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RISk Assessment

Likelihood Descriptors Likelihood Descriptors
Please note that descriptors are intended to be Score Description

indicative only and may need to be tailored to Almost Certain

the individual objective, project or activity under 5 Event expected to occur
consideration, for example in line with specific (If occurring treat as an issue)

. . . . 0 i i
professional guidance, national targets or project Ovgr e I Eliness o7 GosliiEne?

parameters. These should be agreed with all Likely
stakeholders concerned with the risk. 4 Event Wi”_ pr(_)bably oceur v
61-90% likelihood of occurrence -~ .\
Possible N
3 Event could occur

31-60% likelihood of occurrence

Unlikely
2 Event not expected to occur
11-30% likelihood of occurrence

Rare

Remote chance event could occur in certain
circumstances

10% or less likelihood of occurrence
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Impact Descriptors

Description of impact

Score On Service Delivery Financial On people (including On reputation Inspection / Legal / Compliance
physical and mental
wellbeing)
5 Catastrophic failure in service quality Severe financial loss Multiple deaths Prolonged National and Rapid intervention and/or prolonged
Catastrophic and key service standards are not met; 1 million Major permanent incapacity Local condemnation attention from legislative/regulatory body
long term catastrophic interruption to National media(> 3 days) Serious breach including potential
operations; several major partnerships prosecution
are affected "
Severely critical report
4 Major impact to service delivery; multiple | Major financial loss Death Serious negative national or | Medium-term attention from legislative/
Major service standards not met; long term £500,000 - £1m Major injuries or long- local criticism regulatory body
disruption to operations; multiple term incapacity/ disability National media (<3 days) Breach which could lead to litigation or
partnerships affected (loss of limb), requiring Local media >3 days prohibitions
medical treatment and/or Enforcement Action / Critical report
counselling.
3 Significant failure of service quality; major | Significant financial loss Significant injury requiring Some adverse public / local | Short term attention from legislative/
Moderate partnership relationships strained; serious | £250,000 - £500,000 medical treatment and/or media attention regulatory body
disruption to service standards counselling. Local media only <3 days Breach which could lead to claims or
inquiry
Challenging recommendations but can
be addressed with appropriate action
plan.
2 Minor impact on service quality/minor Moderate financial loss Minor injury or illness, first- Minor adverse local/ Very minor attention from legislative/
Minor service standards are not met; short term | £50,000 - £250,000 aid treatment needed. No public/media attention and regulatory body
impact staff absence required. complaints Legal action is unlikely or only minor
claims
Minor recommendations made which
can be addressed by low level of
management action
1 No impact on service quality/limited Minimal loss <£50,000 Adverse event leading to No interest to the media, No external interest
Insignificant disruption to operations minor injury not requiring internal only. None or little risk of legal action
first aid. ; ;
Public concern restricted 10 | gmal number of recommendations
local complaints which focus on minor quality
improvement issues.
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Risk Scoring Matrix

Risk
Likelihood

Risk Scoring Matrix

AImostSCertaln 5 10 15
Likely 4 8 12
4
Pos;lble 3 6 9 12 15
U"",;e'y 2 4 6 8 10
Re:re 1 2 3 4 5
1 2 3 4 5
Insignificant Minor Moderate Major Catastrophic
Risk Impact
Risk Rating Insignificant ‘ Low ‘ Medium High Very High

Risk Scoring Matrix

Risk Rating Expected Response Escalation Guidance

16 - 20
High

Very High

25

Insignificant | Insignificant risks score from 1-3 on the risk matrix. We can normally accept these. No No escalation required to service management team or BMT.

1-3 further actions would normally be expected to prevent or mitigate the risk.

oW Low risks score from 4 — 8 on the risk matrix. We can normally accept these. We wouldn’t | No escalation required to service management team or BMT.

normally need or expect to do anything further to prevent or mitigate the risk other than to
4-8 actively monitor existing controls to ensure they continue to be effective.
. Medium risks score from 9 — 15 on the risk matrix. These can be tolerated if we are These risks should be reviewed on a frequent basis by line management and progress
Medium confident about the arrangements/controls we have in place to manage them. Any should be reported regularly to the Service Management Team
9-15 additional control measures identified as necessary should be cost effective in relation to

the risk.

High risks score from 16 — 20 on the risk matrix. We can tolerate high risks, but we

do need to monitor relevant controls carefully. Consideration should be given to any
additional control measures which could help prevent or mitigate the risk and reduce the
risk score, where such actions would be cost effective.

These risks should be reviewed on an ongoing basis by the relevant Service Management
Team who may report or escalate to BMT for consideration/inclusion in the CRR.

Very High risks score 25 on the risk matrix. These risks should be actively managed to
reduce the risk score. Consideration should be given to any additional control measures
which could help prevent or mitigate the risk and reduce the risk score, where such
actions would be cost effective.

These risks should be reviewed on a more regular basis by the relevant Service
Management Team who may report or escalate to BMT for consideration/inclusion in the
CRR.
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Monitoring & Review

Once risks have been assessed and rated, they
should be on a programme of regular review
according to residual risk score as follows, unless
circumstances change to suggest the risk should be
reviewed sooner;

Monitoring and Review

Residual Risk Risk Rating Review
Score Frequency
25 Very High Monthly
16 -20 High 3 monthly
9-15 Medium 6 monthly
4-8 Low 9 monthly
1-3 Insignificant Annually
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Risk capture and assessment instructions

The following instructions define the process for recording risk details within the Risk Management
Information System. Supplementary tools and templates designed to facilitate risk identification,
documentation, and assessment are maintained by the Corporate Risk Management team and made

available to the risk network

Risk Capture Instructions

Mandatory fields are marked with an asterix

Risk Status*

Choose from Draft / Live / Closed

Primary Risk Category and Sub
Category* (see pages 40-41)

Chose most relevant Primary and Sub Category form drop down

Risk Title* A short title/description of the risk.
Context* Some background information on the risk
Risk* Free text to describe what the risk or adverse event is.
Wording should be “There is a risk that...... “. Arisk is something which “could” happen. If it happens or is definitely going to happen it becomes an “issue”.
Due to* Free text to describe the potential causes of the risk occurring. Wording should be “due to....”
Impact** Free text to describe the potential impact (s) if the risk occurs. Should be worded “which will result in...... "
Proximity The earliest that this risk could occur: Immediate to one week; One week to one month; One month to six months; Six months to 1 year; One year to five
years; Greater than 5 years
Risk Owner* The person who has responsibility for co-ordinating the management of the risk.
First Assessment Date The First Assessment Date needs to be in the past. The system will calculate when the next assessment date is due by frequency in Assessment Tab.
Risk Contact This is a person nominated by the Risk Owner as first point of contact for any query regarding the risk. This person will also receive notifications on the risk,

new risk, assessment due or overdue in addition to Risk Owner

Corporate Priorities

Tick any that are appropriate/most appropriate in relation to the risk. Should have at least one and may have all if considered relevant

Assessment

Inherent Likelihood*

Each risk should be scored in terms of Inherent Likelihood using the matrix below for guidance. Inherent Likelihood score is the evaluation of the likelihood of
the risk occurring if there were no controls in place. Enter the score from the drop-down menu.

Inherent Impact*

Each risk should be scored in term of Inherent Impact using the matrix below for guidance. Inherent Impact score is the evaluation of the potential impact if
the risk occurs, if there were no controls were in place. Enter the score from the drop-down menu.

Reason for Inherent Risk Likelihood*

Free text to describe the rationale for the Inherent Likelihood score. Where possible include any factual information to support this rationale.

Reason for Inherent Risk Impact*

Free text to describe the rationale for the Inherent Impact score. Where possible include any factual information to support this rationale.

Residual Likelihood*

Residual Likelihood score is the evaluation of the likelihood of the risk occurring, taking into account the control measures you have identified

Residual Impact*

Residual Impact score is the evaluation of the potential impact if the risk occurs, taking into account the control measures you have identified

Reason for Residual Likelihood*

Same rational as per Reason for Inherent Risk Likelihood

Reason for Residual Impact*

Same rational as per Reason for Inherent Risk Impact

LIVE
LEARN
WORK

INVEST
VISIT
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Risk Capture Instructions

Risk Response Type*

Terminate - Stop the activity giving rise to the risk or choose an alternative solution. This response may be chosen where the residual risk is too high, and the
preferred option is terminate.

Treat - Implement cost effective measures to control a risk to a more acceptable level. Controls will focus on reducing either the likelihood of the risk
occurring, and/or the impact of the risk if it does occur. Chose Treat if there are any action plans.

Transfer - Transfer all or part of a risk to a third party, usually achieved through contract terms, insurance, or other means.
Tolerate - Agree that any further action to treat a risk is not cost effective or proportionate in relation to the current risk and decide to tolerate it as it is.

Latest Review Remarks

Control Status*

Current Key Controls

Free text to include a concise summary of any changes that have been made to a risk during a review.

Choose from Planned, In Progress, Implemented or Enhancing. Enhancing is where there is already a control and it will be further improved.

Control Type*

Prevention where reduces likelihood of risk happening or Mitigation which reduces impact should the risk occur.

Key Control

If considered a most vital control

Control Description*

Something that reduces the likelihood of the risk occurring and/or mitigate the impacts if it does.

Implementation Target Date

Date that control was implemented. This is not mandatory

Control Owner*

In council terms while control owner can be a working group committee etc. for capture in Figtree it must be an individual. If it is a group etc. make reference
to that effect in the control description and enter as control owner person considered most suitable to co-ordinate the control. Where possible control owner
should be a NLC member of staff though there are certain time when control owner will be part of a key partnership e.g. NHS. Do not enter an elected
member as a control owner.

Control Progress Remarks

For controls that are not yet fully implemented, free text to document progress on a control during a risk review, including details of updates, improvements,
and changes made in developing the control.

Next Review Date (Implemented
Controls)

For implemented controls a field that fields allow users to set a date for the control to be next reviewed.

Latest Review Remarks
(Implemented Controls)

Actions: Each Action must be |

Actions

For implemented controls, free text to capture brief review notes at each review date. This ensures controls are still relevant and effective as prevention or
mitigation measures

inked to a parent control and the control status selected must NOT be’ Implemented’

Action Status*

Choose from Raised, Underway or Complete

Action Priority*

Choose from Low Medium or High

Key Action

If considered a most vital action

Action Description*

Details of the action which improve the control

Action Owner*

Same rational as for control owner

Additional Contact

This person will
receive notifications on a new action, action due or overdue in addition to Action Owner

Action Progress Remarks

Free text to document progress of an action during a risk review.
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Risk Categories

Primary Risk Category Sub Risk Category Definition
Strategic Managing Strategic Change Inability of the Council to implement change and reform while still delivering its corporate objectives

Digital and IT Strategy Technology is inadequate to support future council initiatives

Governance Leadership and Decision Making | Ineffective leadership in agreeing a shared ambition and strategy for North Lanarkshire. Lack of clarity in defining

responsibilities and appropriate governance across the complex roles for all Elected Members and senior staff.

Health and Social Care Integration IJB is ineffective with knock on impact on the Council SW or that NLC cannot provide adequate support for IUB priorities
Financial Policies and Controls Inadequate financial control over council activities including partnership arrangements

Financial Sustainability Lack of funding to manage council activities in current and future years.

Capital and revenue grant funded programmes | Inability of NLC to deliver on a major capital or revenue programme/project where there is potential for grant clawback.
Operational Procurement Risk Failures in the procurement process designed for the purchase and ongoing management of goods, services, and works.

Engagement and Consultation with
Communities, Partners and Stakeholders

That communities, partners and stakeholders are not engaged in the shaping and delivery of services and that NLC does
not optimise the benefits from implementation of the Community Empowerment (Scotland) Act 2015

ALEO Risk

ALEOs fail to deliver Council services, expectations or requirements

Project Risk

Risk arising from inadequate project management.

Risk Management

Risks arising from inadequate Risk Management

Serious Organised Crime, Fraud and
Corruption

Fraud against the council, employees, members, key partners or stakeholders. Relationships with inappropriate bodies,
groups of people/individuals. Corrupt practices across range of NLC Stakeholders.

Terrorism NLC fails to plan, prepare and protect its employees, elected members, the public and our communities. NLC fails to
provide a co-ordinated approach and contribution to the Counter Terrorism initiatives led by Police Scotland.
Communications Non-compliance with Communications Strategy and Policies across the council. Communications are ineffective, do not

reach or are not received from relevant parties

Human Resources

Human Resources

Lack of suitable numbers of appropriately skilled staff. Non-compliance with employment legislation and regulation.

Legislative and
Regulatory

Non-compliance existing and new Legislation
and Regulation

Non-compliance with Legislation, Regulation and government policies.

Health and Safety

Failure to comply with the Health & Safety at Work etc Act 1974 and associated legislation protecting the health, safety
and welfare of our employees and anyone else who can be affected by our activities.

Resilience Planning

Inadequate response and participation in a Civil Contingency event

Business Continuity Planning

Service delivery or business operations are interrupted

Information Security and Information
Governance

Information is not managed securely or that information governance is ineffective.

External Inspections

External Inspections adverse findings including Best Value.

Public Protection

Non-compliance with legal obligations/failure to provide adequate Public Protection arrangements

Climate Change (mitigation, adaptation and
sustainability)

Failure to develop and implement measures to create and contribute to having a sustainable environment across North
Lanarkshire. This includes all activities in addition to those covered by specific climate change legislation.

Tackling Poverty

Poverty issues impacting on the lives and outcomes for people who live in North Lanarkshire.

Information Technology

ICT Operational Capability

IT solutions do not support the Council

Catastrophic Event

Natural / Manmade Disaster

Risks arising from a significant prolonged catastrophic event that impacts citizens, staff and service delivery.
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Risk Review Instructions

To ensure that we have thoroughly assessed and understand the risks which have been identified as significant enough to merit inclusion on the Risk Register, and to gain assurance on how
Why well or otherwise each risk is being managed. Regular reviews of each risk will allow management to understand progress with key actions, any change in risk ratings and the reasons why.

Reviews will also assist in understanding how the risk could impact the achievement of objectives and provide managers with relevant risk information to aid informed decision making. It is also
an opportunity to challenge whether the risk remains valid or whether it may be a candidate for closing.

Critical to the process is ensuring that there is appropriate variety and breadth of stakeholder/subject matter expert input to develop information for each risk. This ensures that a balanced,
robust and well-informed view of the risk and its assessment is obtained, and ensures a common understanding of the risk and associated controls and actions amongst staff.

Risk reviews should be undertaken as part of team meetings (either scheduled or specially called for this purpose) or as part of working group meetings. If this is not possible or appropriate, the
review may be conducted remotely gathering input from relevant stakeholders/subject matter experts who are best placed to inform the update to the risk information.

Who

Very High Monthly
High 3 monthly
When
9-15 Medium 6 monthly
4-8 Low 9 monthly
1-3 Insignificant Annually
Step Review risk context and wording
1 Take the opportunity to consider whether the risk itself is still valid, or whether there has been any change in context of the risk or whether the risk requires to be reframed/reworded to be more
relevant. For example has the risk changed as the result of a change in how the service is delivered, or as a result of a change in the external environment in which we operate.
Review Current Key Management Controls
Current risk management controls are those which are designed to mitigate the risk by either reducing the likelihood of occurrence or mitigating the impact of the risk if it does occur. These
should be controls that you know are already in place and are working effectively. Whilst difficult to judge with precision, key controls are those which are significant enough to mitigate the risk
from its inherent level to its current residual level.
Step | By reviewing what is already in place for the risk, you are seeking to confirm:
2

* Whether the detailed controls are still in place and have the same ownership, confirm with the control owner;
o [f they are still in place, can we regard them as still being effective in reducing likelihood or impact;

e |f any controls have been removed, this should be detailed and reflected within the risk score and rationale.
e Consider whether there are any controls which you know to be in place which are not currently detailed;
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Risk Review Instructions

Step

Review Planned Management actions

If the residual risk score is too high and deemed unacceptable, it is necessary to agree the appropriate risk response. If it is agreed that the best response is to treat the risk further, then this
section is used to record planned management actions. These are the future actions deemed necessary to bring the risk down from its current “Residual” rating. If an action is not likely to
contribute to having this effect, then it may not be necessary to include it so that attention can be focussed on the most important controls.

Avoid recording an action that is deemed to be “ongoing” since this is most likely just the same as maintenance of an existing control. Actions should have a target date for completion.

If the list of actions will not in themselves bring the risk down to an acceptable level, then this should be identified, with a clear statement of what future work will be done to identify actions
required.

Conversely, if there are no actions which will reduce the risk further, this should be noted with explanation.

If it has been decided to tolerate the risk at its current residual rating and take no further action, this must also be documented with accompanying rationale.
By reviewing planned management actions you are seeking to confirm:

* Which planned actions have been completed;

o |f yes, whether any of these actions now constitutes a new management control which improves the control framework for the risk;

¢ [f yes, the new control should be added to the controls information in Figtree and assigned a control owner;

¢ If no, record how completion of the action has enhanced or affected an existing control.

¢ |f there are any new actions required, and whether any existing actions require to have new target dates.

* Ensure the action owner is the correct person and that they have a clear understanding of what their action is and timescales.

® Actions should always be linked to a parent control.

e Consider whether there are any actions that are no longer relevant and should be removed. (Notify corporate risk team for deletion on Figtree)

Step

Risk Assessment stage

In the context of changes made in previous steps, review the overall position to

¢ Evaluate whether the current inherent risk score remains valid or requires adjustment, considering that internal or external changes may influence the risk’s context and its inherent rating.

* Assess whether the current residual risk score remains accurate or requires adjustment, noting that the risk score could move either up or down depending on the impact of the risk review.
e Ensure “Rationale” is updated to reflect why particular risk scores have been chosen.

¢ Take time to make sure everything looks correct:

* |s there anything that is not as expected e.g. a residual Risk Rating greater than Inherent Risk Rating

® |s review frequency aligned to the risk rating in accordance with strategy as noted above.

Step

Review the remaining sections of the risk information for completeness, ensuring they are complete, relevant and current, noting any reasons for blank sections. Pay particular attention to any
changes in “Risk Context”, relevant to this risk. Bear in mind any potential impact on likelihood and impact scores.
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Risk Management Reporting

Strategy

Report title Purpose of report Report Frequency of | Reported to
prepared by | report Policy & Business / Audit & Service Service
Strategy Corporate Scrutiny Senior Committees
Committee Management | Panel Management
Team Teams

Risk Management - Review and monitoring report to provide updates Corporate Quarterly
Corporate Progress on key corporate risk management developments, Risk Team (BMT prior to
report summary of CRR and any key changes to that during ASP)

the period arising from Horizon Scanning activity. \/ v

* Every second report will include a summary of the risk

profile across Service Risk Registers
Risk Management Review and monitoring of service risk management Service Risk Quarterly
— Service Progress implementation and summary of service risk register Champion
report together with key changes in the period. liaising with

Service risk v v
, . , forum

* (Including reflection of changes to CRR that occur in

the reporting period)
Risk Management To report on key activities and achievements in relation Corporate Annual
year- end report to delivery of the Risk Management Strategy. Risk Team \/ v

* Included in the Chief Officer Audit & Risk Annual

Report.
Review of the Risk To seek approval for updates made to the Strategy Corporate Triennially
Management Strategy Risk Team following each

review of the v v

Throughout this strategy period, we are committed to enhancing our reporting arrangements by

incorporating visualisations and graphics. These improvements aim to better meet the needs of report

users, support dynamic risk analysis and informed decision making.



Risk Management Strategy 2026

Guidance for dealing with risk in Committee reports

How is Risk Management
incorporated into the Council’s
decision-making process”?

The principles of risk management relating to
decision-making are the same as for any other risk
management process. The table below outlines the
process.

1. Identify any risks associated with the decision
and the implementation of the decision.

2. Assess the impact of the risk and the
likelihood of it occurring.

3.  Prioritise and include commentary on any
significant risks/risks with significant potential
impacts in the report.

4.  Manage - produce a SMART action plan
setting out how the Council intends to
minimise the impact or reduce the likelihood of
each of the significant risks identified.

5. Review risks with key subject matter experts
and relevant statutory officers and amend the
risk assessment accordingly.

6. Agree risk assessment with decision-maker
clarifying any risks in the risk assessment in
order to allow the decision to be made.

7. Update any Service or project risk registers
following the decision.

Committee report templates include a section ‘Risk
Impacts’. The section requires the author to record
significant risks identified after carrying out a risk
assessment. The risk assessment must record the
risks related to the proposed recommendations(s)
(including the risks of implementation) and the risks
of not taking the recommended action.

What is the purpose of the risk
assessment?

The risk assessment:

o Demonstrates that all significant risks related to
the decision have been considered;

o Provides evidence that the decision-maker has
been provided with sufficient information about
risks in terms of likelihood and impact; and

o Explains how risks will be managed.

What will the risk assessment
record?

The risk assessment should record:

o Risks that may arise if the decision is not
taken;

o Risks that may arise if the decision is taken;
and

e Action that will be taken to manage each risk
documented if the decision is taken.

Who needs to be involved in
compiling the risk assessment?

The report author will take the lead in compiling the
risk assessment using a standard template available
via the intranet. Involvement will vary significantly
depending on the subject matter and the nature of
the decision being sought but may include Subject
matter experts, the relevant Chief Officer, the

Chief Executive, the Council’s S95 officer and the
Monitoring Officer. The report author in consultation
with the appropriate Chief Officer should review the
report and the risk assessment prior to the report
being issued.
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Do all risks in relation to a proposal
have to be recorded in a risk
assessment?

No. The risks assessment process should be
proportionate to the decision being made. The
report author and others involved should consider
the impact of any associated risk(s) when deciding
whether a risk assessment is required or not. It is
the responsibility of the report author to ensure that
the risk assessment is sufficient for its purpose. |If
the impacts of identified risks are low or negligible
then it is reasonable that the risks are not formally
recorded.

What should | put in the risk
management section of the
committee report template?

Key risks surrounding a decision and how these are
or will be managed should always be highlighted

in the narrative of the report. The audience should
receive assurance that the author has carried out

a proportionate risk assessment related to the
issue and recommendations, in compliance with
the council’s decision-making risk management
guidance.

In offering this assurance the report author is
confirming that:

1. Risk assessment documentation relating to the
decision has been completed and reviewed by
relevant senior management;

2. All significant risks relating to the decision and
how these will be managed are highlighted in
the report; and

3. Risks relating to the decision have, as
appropriate, been included in Service or
Project risk registers and will be managed
and subject to monitoring and review
in accordance with the council’s risk
management strategy

Will the risk assessment be
accessible to the public?

The risk assessment will not be published with the
Committee papers (although the Committee report
will confirm that a risk assessment exists to support
the decision sought in the report). However, risk
assessments will be subject to the normal rules of
disclosure under the Freedom of Information Act
2000 and other relevant legislation.
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Training and Awareness

Training and awareness materials will be developed
to support colleagues in their role within the
framework.

All employees and elected members are required
to complete the Introduction to Risk Management
E-learning mandatory training module.

Risk Champions and Risk Facilitators will have the
opportunity to complete accredited Enterprise Risk

Management training as part of their responsibilities.

Targeted training material will be developed to
support colleagues in their specific role within the
risk management framework.

Awareness materials will be made available to
colleagues through the most appropriate channels.
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Glossary of Risk Management Terms

Glossary of Risk Management Terms

Context

Context means the external and internal parameters that organisations must consider when they manage risk.

External context includes external stakeholders, local, national, and international environment, as well as any external factors that influence objectives. It includes social,
cultural, political, legal, regulatory, technological, economic, natural, and competitive environment.

Internal context includes internal stakeholders, approach to governance, contractual relationships, capabilities, culture, and standards.

Corporate Governance

The framework of accountability to users, stakeholders, and the wider community, within which organisations take decisions and lead and control their functions to achieve
their objectives

Ever Present Risk

Risks that are ubiquitous in nature, are ever present within an organisation and will always command the attention of senior management

Exposure

The susceptibility to loss.

Impact

Effect or consequences of a risk. Examples of a range of impacts can be found in the Impact Matrix.

Inherent Risk

The exposure arising from a specific risk if no controls were in place to manage it.

Likelihood The chance that something might happen. Likelihood can be defined, determined, or measured objectively or subjectively and can be expressed either qualitatively or
quantitatively.

Mitigating Action Any action that seeks to reduce the likelihood or impact of a risk event to an acceptable level.

Monitoring To supervise, check and critically observe on an ongoing basis. Monitoring will help determine the current status and assess whether or not required or expected

performance levels are being achieved.

Operational Risk

Risks associated with the day-to-day issues facing the organisation in its service delivery, i.e., human error, system failures, inadequate procedures, and controls.

Opportunity Risk

An uncertain event, which should it occur, could have a potential positive effect on objectives

Probability Extent to which a risk event is likely to occur. A measure (expressed as a percentage) of likelihood.

Residual Risk The level of risk remaining taking risk control measures into account.

Risk An adverse event or set of events, which should it occur, will have an impact on the achievement of objectives. Risk is measured by the combination of the “likelihood” of
the event occurring, and the “impact” on our objectives if it does.

Risk Analysis The use of information to work out how often risk events might occur and the magnitude of their consequences.

Risk Tolerance

The Council’s attitude towards risk taking, which in turn dictates the amount of risk it considers tolerable or acceptable.

Risk Appetite

An expression of how much uncertainty the Council is willing to invite into its processes in pursuit of objectives.

Risk Assessment

The overall process of risk identification, risk analysis and risk evaluation.

Risk Categories Risks are categorised into different types. The Council’s categories are Strategic, Financial, Operational, Legislative & Regulatory, Human Resources and Information
Natural/Manmade Disaster
Risk Control A control is any measure or action that modifies, Controls include any policy, procedure, practice, process, technology, technique, method, or device that modifies or

regulates risk. Risk treatments become controls or modify existing controls once they are implemented.

Risk Evaluation

The process of comparing the net effect of the scores of the analysed risks to make decisions about their significance in relation to our priorities, objectives and targets.

Risk Financing

The provision of funds to meet the cost of implementing risk treatments, including, but not limited to, insurance.
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Glossary of Risk Management Terms

Risk Identification

The process by which risk events, which could affect the organisation’s objectives, are identified, described, and recorded.

Risk Management

The co-ordinated activities to direct and control an organisation with regard to risk. It covers the processes involved in identifying, assessing, and prioritising risks, assigning
ownership, taking actions to prevent or mitigate them, and monitoring and reviewing progress.

Risk Management Policy
Statement

A high-level statement showing how Risk Management will be handled throughout the Council.

Risk Management

Describes the goals of applying Risk Management to the activity, a description of the process that will be adopted, the roles and responsibilities, risk thresholds, the timing

Strategy of Risk Management interventions, the deliverables, the tools, and techniques that will be used and the reporting requirements. It also describes how the process will be
co-ordinated with other management activities.

Risk Matrix A model that visually displays the relationship between the likelihood and impact of specific risks. Visually it is a 5x5 box that plots likelihood and impact as Insignificant,
Low, Medium, or High.

Risk Owner A risk owner is a person or entity that has been given the authority to manage a particular risk and is accountable for doing so.

Risk Prioritisation

The process of ranking risks into a logical order by establishing how significant they are in terms of likelihood and impact (NB Impact is given priority over probability when
prioritising risks).

Risk Profile

The overall picture of the Council’s, Services, or Team'’s risks including the number of risks and their scores.

Risk Register

A formal listing of identified risks, together with the results of the risk analysis and risk evaluation procedures, as well as details of any risk responses. Helps decision makers
prioritise resources to minimise risk to best effect and provide assurances that progress is being made.

Risk Response

Selection and implementation of appropriate options to further minimise the likelihood or impact of an identified risk.

Strategic Risk

Risk concerned with where the Council wants to go, how it plans to get there and how it can ensure survival.

Terminate Avoid or eliminate the risk exposure or activity giving rise to the risk so that it no longer presents a risk to manage.

Threat Risk An uncertain event, which should it occur, could have a potential negative effect on objectives

Tolerate An informed decision to accept the likelihood and the impact of a particular risk rather than trying to mitigate it further. This is usually because there are certain benefits to
be gained, or the cost and effort of implementing further control measures is disproportionate to the risk.

Transfer An informed decision to transfer all or part of the risk to another party i.e., through contract terms, insurance etc.

Treat Implement cost effective actions to modify the risk to a more tolerable level.

Uncertainty A condition where the outcome can only be estimated.
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