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Executive Summary

The report provides an update on the Council’'s arrangements relevant to Resilience
Planning, Business Continuity and Power Resilience.

Recommendations
It is recommended that the Environment and Climate Change Committee:

(1) Support the ongoing improvements to the Council’s business continuity and resilience
planning arrangements.

(2) Endorse the continued development and delivery of North Lanarkshire Council’s Power
Resilience Strategy.

(3) Support the procurement and implementation of a new software solution corporate
wide to manage:
e Business Continuity (BC)
¢ Incident Management
e Scenario Planning

(4) Approve the creation and promotion of resilience-focused elLearning modules to
enhance staff awareness and capability.

The Plan for North Lanarkshire
Priority All priorities
Ambition statement All ambition statements

Programme of Work  All Programmes of Work



mailto:mcphersona@northlan.gov.uk

1.1

Background

Under the Civil Contingencies Act 2004 and the Civil Contingencies Act 2004
(Contingency Planning) (Scotland) Regulations 2005, North Lanarkshire Council is a
designated Category 1 Responder, requiring robust emergency preparedness and
continuity arrangements. Recent internal audit findings highlighted areas for
improvement in the Council’s resilience framework, prompting a comprehensive review
and the development of refreshed business continuity arrangements.
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Report

Business Continuity

Through 2024 the Resilience Planning Unit (RPU) undertook a full review of the
Council’s Business Continuity arrangements across all service areas. The purpose
behind this was to provide a more consistent approach towards business continuity
across the Council. This has included the following steps:

¢ |dentified Business Continuity Champions for each Council Service in order to
undertake a Business Impact Analysis (BIA) and work towards creating individual
service Business Continuity Plans (BCP’s).

¢ Identified service roles and responsibilities in the Business Continuity Planning
process (i.e., Plan Authorisers are Chief Officers, BC Champions are reviewers,
Resilience Planning are advisors).

e Collated responses and created 22 service BCP’s and 1 Corporate BCP.

e Created a guidance document for reviewing BCP’s.

o Differentiated Business Continuity and Disaster Recovery Planning (DRP).
Although very much related, DRP is very specific in that it relates specifically to the
Council’s IT infrastructure. Its key purpose is to protect the infrastructure from
external attack and also what steps need to be taken in the event of a system
outage to ensure a speedy recovery.

e Liaised with the Council’s Internal Audit team to ensure BC arrangements met
standards in line with their review.

¢ Introduced a formal review and assurance process; ensuring all plans are regularly
reviewed and tested.

In 2025, all services complied with the above-mentioned requirements. All Chief
Officers are required to complete an Annual Assurance Return. The Resilience
Planning Unit have reviewed the responses to the questions in relation to Business
Continuity Planning for all Service areas and these provide assurance that expected
practices, including the above-mentioned requirements, are being applied
appropriately and consistently across all areas of the Council and the Council is
complying with its statutory obligations. Additionally, the following processes were
implemented:

e The BC and DR champion groups have been consolidated to strengthen resilience
and ensure broader consideration of testing processes. This group convenes 3
times per year in January, May and September.

e Following service restructures in April 2025, Technology solutions have created a
new stand-alone plan to replace the Business & Digital Plan.

e Testing of all BCP’s 2024/25 has been completed. Services are now preparing for
2025/26 testing, with a submission deadline of 27" February to the Resilience
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Team. This will enable the team to reissue plans and review the corporate plan
accordingly.

In 2026, services will be required to conduct thorough reviews of their arrangements
and additional sections of the plans will be added to ensure continuity (such as
workarounds for people and technology dependencies).

Power Resilience

The Council has responded to Scottish Government guidance by developing a stand-
alone Power Resilience Strategy to address the risk of a National Power Outage (NPO).
Such an event could occur if the National Electricity Transmission System (NETS) fails,
resulting in a complete shutdown of the electricity grid nationally, with restoration
potentially taking up to seven days. The timeframe to a full power cut is likely to be less
than 2 minutes, meaning there will be no preparation time. The planning arrangements
for such a recovery process are described under the term Power Resilience. Details of
the Council’'s Power Resilience Strategy were previously reported to Council on 8
February 2023: NLC Power Resilience Strategy Redacted - 2024.pdf

To ensure continued awareness of the risk of an NPO, the consequences on Council
services and each individual service’s mobilisation procedures, a corporate NPO
exercise was held in August 2025. This was directed by representatives from the
Scottish Government with invites extended to key partners — Scottish Power Energy
Networks (SPEN) etc.

This exercise proved to be very successful with a number of actions emanating from

the day which will further enhance the Council’s power resilience response.

Specifically, services will now:

e Develop or review arrangements related to a National Power Outage (NPO).

o Determine whether arrangements are specific to the service or should be integrated
into the Corporate Resilience Strategy.

¢ Identify and assess any critical dependencies that may impact service continuity.

¢ Review the Power Resilience Strategy, where relevant.

e Consider pre-identifying recovery arrangements should an NPO occur.

Digital Enhancement

The Resilience Planning Team, currently comprising two officers, holds corporate
responsibility for ensuring that effective BC arrangements are in place across all
Council services. As part of this responsibility, services are encouraged to understand
and document their dependencies to ensure continuity in the event of disruption.

At present, BC arrangements are managed manually, which presents challenges in
maintaining up-to-date documentation and coordinating communication - particularly
during incidents. These limitations can hinder the Council’s ability to respond effectively
and consistently across services. To address this, the Resilience Planning Team is
progressing a procurement exercise to introduce a web-based resilience software
solution. This system is intended to streamline and support the daily management of
emergency planning arrangements across all services, aligning with the Council’s
digital transformation ambitions.

The proposed software will provide a comprehensive management platform with
functionality to:
¢ Create and manage emergency planning documentation.


https://nlcgov.sharepoint.com/:b:/s/AUR-RESILIENCEPLANNINGTEAM/IQDxG-DtA3lSRbwrzf0U1XwBAae5RNKuWDuGDLfRlJa1NjE?e=OyJsW5

Conduct Business Impact Analysis (BIA).

Identify IT system dependencies (with optional ICT Disaster Recovery integration.)
Exercise and test Business Continuity Plans.

Log and report major incidents.

Track corrective and preventive actions.

Support internal audit and assurance processes.

Integrate risk management (optional add-on).

2.3.4 Theintroduction of this system will significantly enhance the Council’s ability to manage
resilience arrangements efficiently, ensure consistency across services, and improve
preparedness and response for incidents.

24 Resilience E-Learning

2.4.1 As aresult of the the Grenfell recommendations, which advise local authorities to train
all employees, including chief executives, to view resilience as a core responsibility,
the Resilience Team has been working with the TODD team to develop a suite of e-
learning packages.

242 The proposed structure for these modules is as follows:
¢ Resilience: An Overview; mandatory for all staff every 2-3 years. This package

will focus on personal and organisational resilience.

e Business Continuity: An Overview; mandatory for all third-tier officers and above,
as well as designated Business Continuity Champions. This package will enable
officers to better understand Business Continuity and response.

¢ Council Incident Officer (CIO) Training; mandatory for all ClOs annually. The
initial session will be delivered face-to-face or via MS Teams, with subsequent
sessions available through the e-learning platform.

2.4.3 The Resilience Team will be available for any face to face training requests.

3. Measures of success

3.1 Effective delivery of critical services during major incidents.

3.2 Improved planning and coordination of resilience arrangements, including during
exercising.

3.3 Enhanced incident response and recovery capabilities.

3.4 Reduction in manual processes and administration.

3.5 Successful implementation of resilience software across all services.

3.6 Improved staff awareness and capability through completion of mandatory e-learning

packages.

4 Supporting documentation
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Corporate Resilience Strategy 2025 (Redacted)

Andrew McPherson
Depute Chief Executive, North Lanarkshire Council



5.

Impacts

5.1 Public Sector Equality Duty and Fairer Scotland Duty
Does the report contain information that has an impact as a result of the Public Sector
Equality Duty and/or Fairer Scotland Duty?
Yes [ No
If Yes, please provide a brief summary of the impact?
If Yes, has an assessment been carried out and published on the council’s website?
https://www.northlanarkshire.gov.uk/your-community/equalities/equality-and-fairer-
scotland-duty-impact-assessments
Yes OO No O
5.2 Financial impact
Does the report contain any financial impacts?
Yes X No O
If Yes, have all relevant financial impacts been discussed and agreed with Finance?
Yes X No O
If Yes, please provide a brief summary of the impact?
A separate report has been submitted to CMT discussing the proposed software
which has financial information included.
5.3 HR policy impact
Does the report contain any HR policy or procedure impacts?
Yes [ No
If Yes, have all relevant HR impacts been discussed and agreed with People
Resources?
Yes [0 No [J
If Yes, please provide a brief summary of the impact?
5.4 Legal impact

Does the report contain any legal impacts (such as general legal matters, statutory
considerations (including employment law considerations), or new legislation)?

Yes [0 No

If Yes, have all relevant legal impacts been discussed and agreed with Legal and
Democratic?

Yes 0 No O

If Yes, please provide a brief summary of the impact?



https://www.northlanarkshire.gov.uk/your-community/equalities/equality-and-fairer-scotland-duty-impact-assessments
https://www.northlanarkshire.gov.uk/your-community/equalities/equality-and-fairer-scotland-duty-impact-assessments

5.5

Data protection impact

Does the report / project / practice contain or involve the processing of personal
data?

Yes O No

If Yes, is the processing of this personal data likely to result in a high risk to the data
subject?

Yes O No

If Yes, has a Data Protection Impact Assessment (DPIA) been carried out and e-
mailed to dataprotection@northlan.gov.uk

Yes [0 No

5.6 Technology / Digital impact
Does the report contain information that has an impact on either technology, digital
transformation, service redesign / business change processes, data management,
or connectivity / broadband / Wi-Fi?
Yes X No O
If Yes, please provide a brief summary of the impact?
Procurement and implementation of a new software management system. Supplier
app will be installed to Council work phone devices. Services will be provided support
to move their Business Continuity arrangements to the cloud based platform.
Where the impact identifies a requirement for significant technology change, has an
assessment been carried out (or is scheduled to be carried out) by the Enterprise
Architecture Governance Group (EAGG)?
Yes X No O

5.7 Environmental / Carbon impact
Does the report / project / practice contain information that has an impact on any
environmental or carbon matters?
Yes O No
If Yes, please provide a brief summary of the impact?

5.8 Communications impact
Does the report contain any information that has an impact on the council’s
communications activities?
Yes X No O
If Yes, please provide a brief summary of the impact?
The proposed software solution will improve internal communications.

5.9 Risk impact
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Is there a risk impact?
Yes O No
If Yes, please provide a brief summary of the key risks and potential impacts,

highlighting where the risk(s) are assessed and recorded (e.g. Corporate or Service
or Project Risk Registers), and how they are managed?

5.10 | Armed Forces Covenant Duty
Does the report require to take due regard of the Armed Forces Covenant Duty (i.e.
does it relate to healthcare, housing, or education services for in-Service or ex-
Service personnel, or their families, or widow(er)s)?
Yes O No
If Yes, please provide a brief summary of the provision which has been made to
ensure there has been appropriate consideration of the particular needs of the
Armed Forces community to make sure that they do not face disadvantage
compared to other citizens in the provision of public services.

5.11 | Children’s rights and wellbeing impact

Does the report contain any information regarding any council activity, service
delivery, policy, or plan that has an impact on children and young people up to the
age of 18, or on a specific group of these?

Yes O No

If Yes, please provide a brief summary of the impact and the provision that has been
made to ensure there has been appropriate consideration of the relevant Articles
from the United Nations Convention on the Rights of the Child (UNCRC).

If Yes, has a Children’s Rights and Wellbeing Impact Assessment (CRWIA) been
carried out?

Yes OO No O




